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acceptable use policy (AUP)
access list

ACL (access control list)
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Application Control
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backdoor
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bot

botnet

buffer overflow

consent to monitoring
content-filtering firewall
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data breach
denial-of-service (DoS) attack
DHCP snooping
dissolvable agent
distributed DoS (DDoS)
attack
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(DRDoS) attack
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dynamic ARP inspection (DAI)
emission security (EmSec)
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exploit

file-infector virus
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friendly attack
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hacker

hacking
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HIDS (host-based intrusion detection system)
HIPS (host-based intrusion
prevention system)
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IDS (intrusion detection system)
implicit deny

inbound traffic

integrity checking

[P spoofing

IPS (intrusion prevention system)
IRC (Internet Relay Chat)
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macro virus

malware

man-in-the-middle (MitM) attack
master zombie

metasploit
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network virus
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NIDS (network-based intrusion
detection system)

NIPS (network-based intrusion
prevention system)
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packet-filtering firewall
penetration testing

permanent DoS (PDoS) attack
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physical attack
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port mirroring

port scanner

posture assessment

proxy server

proxy service
quarantine network
reflective attack
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reverse proxy



RF (radio frequency) emanation
security audit

security policy (configuration)
security policy (document)
session hijacking attack

SIEM (Security Information and
Event Management)

signature scanning

slave zombie

smurf attack

social engineering

spoofing

stateful firewall

stateless firewall

stealth virus

TEMPEST

Trojan horse

Unified Threat Management
(UTM)

unintentional DoS attack

user awareness

virtual wire mode

virus

vulnerability

wildcard mask

worm

zero-day attack

zero-day exploit

zombie

zombie army
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active-active mode
active-passive mode

AF (Assured Forwarding)
archive bit

ATA (analog telephone adapter)
automatic failover

availability

backup

baseline

caching

CALEA (Communications Assistance for Law Enforcement Act)
call agent (CA)

CARP (Common Address Redundancy Protocol)
circuit-switched

cloud backup

cold spare

collector

content switching

CoS (Class of Service)
differential backup
Differentiated Services Code Point
(DSCP)

DiffServ (Differentiated Service)
digital PBX

discard

drop

EF (Expedited Forwarding)
endpoint

event log

Event Viewer

failure

fault

fault management

fault tolerance

full backup

generator

ghost

giant

H.225

H.245

H.248

H.323 gatekeeper
H.323 gateway
H.323 terminal



H.323 zone

highly available

HIPAA (Health Insurance Portability and Accountability Act)
hot spare

incremental backup

integrity

intelligent switch

interface monitor

Internet telephony

I[P phone

IP telephone

IP telephony

IP-PBX

jabber

link aggregation

Link Aggregation Control Protocol (LACP)
live streaming video

load balancer

load balancing

managed device

master name server

MCU (multipoint control unit)
media gateway

medianet

Megaco

MGC (media gateway controller)
MIB (Management Information
Base)

MPLS (multiprotocol label
switching)

network management
network management agent
network management system
(NMS)

network monitor

network tap

NIC teaming

packet loss

packet shaper

packet shaping

packet sniffer

packet-switched

PBX (private branch exchange)
PCI DSS (Payment Card Industry
Data Security Standard)
performance management



polling

port bonding

presence

primary name server

Priority Code Point (PCP)
promiscuous mode

proxy server

PSTN (Public Switched Telephone
Network)

real-time services

redirect server

redundancy

registrar server

round-robin DNS

RTCP (Real-time Transport Control Protocol, or RTP Control
Protocol)

runt

secondary name server

signaling

slave name server

SMS (Short Message Service)
SNMP response message
snmpget

snmpgetnext

snmptrap

SNMPv1 (Simple Network Management Protocol version 1)
SNMPv2 (Simple Network Management Protocol version 2)
SNMPv3 (Simple Network Management Protocol version 3)
snmpwalk

softphone

Softswitch

SS7 (Signaling System 7)

static teaming

streaming video

Switch Dependent Mode

Switch Independent Mode
switching

syslog

system log

tagged

time-shifted video

top listener

top talker

traffic policing

traffic shaper

traffic shaping



UC gateway

unified messaging
unified voice services
uptime

user agent

user agent client
user agent server
video bridge

video over IP

video phone
videoconferencing
video-on-demand (VoD)
Web caching
Webcast
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802.1aq

802.1D

802.1Q

802.1s

802.1w

access port

ANDing

BID (Bridge ID)

BPDU (Bridge Protocol
Data Unit)

BPDU filter

BPDU guard

bridged mode

CAPWAP (Control and Provisioning of Wireless Access Points)
CIDR (Classless Interdomain
Routing)

CIDR block

CIDR notation

classful addressing
classless routing

control plane

data plane

default VLAN

designated port

DHCP relay agent

extended network prefix
guest

host

host-only mode

HSRP (Hot Standby Routing
Protocol)

Hyper-V

hypervisor

in-band management

ip helper-address

KVM (Kernel-based Virtual
Machine)

LWAPP (Lightweight Access Point
Protocol)

magic number

managed switch

management console

MSTP (Multiple Spanning Tree
Protocol)



NAT mode

native VLAN

network controller
network ID

network number

network prefix

OpenFlow

out-of-band management
prefix mask

root bridge

root port

route aggregation

route prefix

route summarization
routing prefix

RSTP (Rapid Spanning Tree
Protocol)

SAID (security association
identifier)

slash notation

software defined networking
(SDN)

SPB (Shortest Path Bridging)
stack master

STP (Spanning Tree Protocol)
supernet

supernet mask
supernetting

tag

thick AP

thin AP

TRILL (Transparent Interconnection of Lots of Links)
trunk port

trunking

unmanaged switch

virtual adapter

virtual appliance

virtual bridge

virtual console

virtual [P address

virtual machine manager
virtual server

virtual switch

virtual terminal

virtual workstation
VirtualBox



virtualization

VLAN (virtual local area network)
VLAN hopping attack

VLAN pooling

VMware

vNIC (virtual network interface
card)

VRRP (Virtual Router Redundancy Protocol)
VTP (VLAN trunking protocol)
Wi-Fi controller

wireless controller

WLAN controller
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1G

2G

3G

4G

802.16

802.16m

ADSL (asymmetric digital subscriber line)
ADSL2+M (ADSL Annex M)
advertise

analog modem

asymmetric DSL

asymmetrical

asynchronous

ATM (Asynchronous Transfer
Mode)

B channel

backhaul

blocking

bonding

BPL (broadband over power line)
BRI (Basic Rate Interface)
broadband cable

bus topology WAN

cable drop

cable modem

cable modem access

Carrier Detect (CD)

Carrier Ethernet
Carrier-Ethernet Transport (CET)
CDMA (Code Division Multiple
Access)

cell

CIR (committed information rate)
CO (central office)

copper line driver

CSU (channel service unit)
CSU/DSU

customer premise equipment
(CPE)

D channel

data-link connection identifier
(DLCD)

dedicated line

dial-up

DOCSIS (Data Over Cable Service



Interface Specification)
downlink

downstream

DSO (digital signal, level 0)

DSL (digital subscriber line)
DSL modem

DSLAM (DSL access multiplexer)
DSU (data service unit)

E-1

E-3

EDGE (Enhanced Data rates for
GSM Evolution)

Enhanced GPRS (EGPRS)
Ethernet MAN

Ethernet over HDMI

Ethernet over power (EOP)
Ethernet over power line

fair access policy

fiber line driver

fractional T-1

frame relay

FTTH (fiber to the home)

FTTP (fiber to the premises)
full-mesh WAN

geostationary orbit
geosynchronous earth orbit (GEO)
GPRS (General Packet Radio
Services)

GSM (Global System for Mobile
Communications)

guard tone

handoff

head-end

HFC (hybrid fiber-coax)

HSPA+ (High Speed Packet Access
Plus)

IEEE 1901-2010

IEEE 1905.1-2013

Intelligent NID (INID)

ISDN (Integrated Services Digital
Network)

LANE (LAN Emulation)

last mile

line driver

local loop

LTE (Long Term Evolution)



LTE-Advanced

mesh topology WAN

Metro Ethernet

Metro Ethernet Forum (MEF)
MSC (mobile switching center)
MTSO (mobile telecommunications switching office)
Multilink PPP (MLPPP or

MLP)

net neutrality

NID (network interface device)
NIU (network interface unit)
NT1 (Network Termination 1)
NT2 (Network Termination 2)
OC (Optical Carrier)

0C-1

0C-12

0C-3

OLT (optical line terminal)
ONU (optical network unit)
partial-mesh WAN

PON (passive optical network)
POTS (plain old telephone service)
PRI (Primary Rate Interface)
PVC (permanent virtual circuit)
ring topology WAN

RJ-48

SDH (Synchronous Digital
Hierarchy)

self-healing

signal level

SIM (Subscriber Identity Module)
card

smart jack

SONET (Synchronous Optical
Network)

split horizon

split horizon route advertisement
spread-spectrum

star topology WAN

SVC (switched virtual circuit)
symmetric DSL

symmetrical

T-1 (terrestrial carrier level 1)
T-3

TA (terminal adapter)
T-carrier



TE (terminal equipment)
throttling

tiered topology WAN
transponder
unmodulated carrier tone
uplink

upstream

virtual circuit

WAN interface card (WIC)
WAN link

WAN site

WiMAX (Worldwide
Interoperability for Microwave
Access)

WiMAX 2

WiMAX Release 2

xDSL



Chapter 12

acquisitions server
active card

active data

actuator

AIT (advanced imaging technology) machine
ambient data

asset management
backleveling

biometrics
biorecognition access
business continuity
chain of custody

cipher lock

closed loop system
closed network
closed-circuit TV (CCTV)
cold site

computer forensics
degausser

disaster recovery
distributed control system (DCS)
downgrading

driver update
eDiscovery

electronic discovery

ESI (electronically stored
information)

Faraday cage

field device

fieldbus

first responder

historian

hot seizure and removal
hot site

human-machine interfaces (HMI)
[/0 server

ICS server

industrial control system (ICS)
industrial system
Internet of Things (IoT)
legal hold

maintenance window
mantrap



master terminal unit (MTU)
MLA (master license
agreement)

MOU (memorandum of
understanding)

MSA (master service agreement)
open loop system

passive card

patch

programmable logic controller
(PLC)

prox card

proximity card

remote terminal unit (RTU)
RFP (request for proposal)
rollback

service pack

SLA (service-level agreement)
smart card

SOW (statement of work)
supervisory control and data
acquisition (SCADA)
telemetry

testing lab

upgrade

warm site



