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PREFACE
This module is aimed at demonstrating how you can use basic security principles and 
practices to manage resources, safety defi ciencies and risks cost-effectively at supervisory 
level, in order to add value to the organisation whose assets you are protecting. You 
will receive information on and practical examples of the cornerstone aspects of basic 
security principles and practices.

Security, and specifi cally security management, as a fi eld of study, is a wide-ranging 
subject with an extensive span of activities that form part of a very practical “science”. 
This module is really the fi rst step on this ladder and you will undoubtedly fi nd it both 
interesting and meaningful for your career in security.

This module consists of nine units:

 • Unit 1 will provide you with the necessary knowledge and skills to be able to function 
effectively at a basic supervisory level.

 • Unit 2 will then introduce basic security concepts, which will enable you to distinguish 
between different concepts so as to apply them.

 • Unit 3 will introduce you to access control functions and provide you with the 
knowledge and skills needed to identify, plan and implement these functions effectively.

 • Unit 4 introduces security offi cials to legal aspects as they fi nd themselves confronted 
with legal issues every time they perform their tasks. The risk security offi cials face 
is that people may lay civil claims against them and their employer if they do not 
follow the law properly.

 • Unit 5 highlights the skills required to identify the primary causes of security risk 
and security weaknesses rather than simply their symptoms. It would be ineffective 
to merely treat the symptoms.

 • Unit 6 will discuss the procedures the security offi cials should follow to obtain and 
use a fi rearm as well as the fi rearm safety measures and safety principles.

 • Unit 7 deals with emergency situations in the workplace. Security offi cials are 
custodians of the contingency plan in their respective organisations.

 • Unit 8 will equip security offi cials to implement administrative procedures effectively.
 • Unit 9 will equip security offi cials with the skills required to distinguish and discuss 

different patrol functions, identify gaps with regard to inspections, patrols and 
observations, and recommend corrective actions to their subordinates.

This module is one of four modules in Security Practice I. The other three modules are:

 • Security Technology and Information Security I
 • Corporate Investigation I
 • Fire Prevention and Safety Strategies

No prescribed books are required for this module. For the examinations, you will 
need to study only the learning material you receive from Unisa. At the end of each 
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unit, you will fi nd a self-assessment exercise and a self-assessment guide which, on 
successful completion, should guide you comfortably through the module.

This module is really the introduction to your security studies, and a fi rm grasp of the 
principles discussed in it will provide you with the necessary foundation for your second 
year. More detailed information and discussions will be forthcoming in the second year.

Icons used in the guide to draw your attention to important aspects are shown below, 
together with their meanings:

DEFINITION

This icon indicates that a term or expression is defined in the text.

EXAMPLE

This heading indicates the presence of an example in the text.

ACTIVITY

This icon indicates that you must complete an activity to see whether you understand 
the content being dealt with.

TAKE NOTE

This heading draws your attention to an important statement or a significant piece 
of information.

SELF-ASSESSMENT 

This icon indicates that you are being asked to do a self-assessment exercise.

The text is compiled in a way that should make it easy for you to plan your time. The 
text consists of 9 units. You have approximately 12 weeks (240 hours) for the semester, 
which is enough time for two modules. Remember that if you are working full time 
you will have to study hard to fi t in 20 hours per week at 4 hours a night!

A module carrying 12 credits should be designed so as to require 120 hours for the 
average student to complete. You should spend about one-third of the 120 hours you have 
for each module or study guide on studying and reading, doing activities, assignments 
and group work, and preparing for the fi nal examinations.

If you spend at least four hours per night on this module of 9 units, you should be 
able to complete one unit per week. As this module is really the fi rst and possibly the 
easiest to handle, you should be able to fi nish it comfortably in 9 weeks, which will 
allow ample time for the other modules.

As you will realise as you study this (fi rst) module of Security Principles and Practice 
I, it provides you with the basic knowledge and principles to guide you into the other 
modules and into your second year of study. As with all important things in life, 
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a sound foundation is absolutely necessary. This module provides exactly that. 
Make sure, therefore, that you understand and grasp the concepts and basic principles 
contained in this module. You will place yourself on the road to success in your studies.

SUGGESTIONS ON HOW YOU CAN WORK THROUGH THE MODULE

Before you begin with your studies, I would like to make a few suggestions on how you 
can work through the module to get the most out of your learning experience:

 • Look at the list of contents for a unit and spend a few minutes refl ecting or thinking 
about what the author wants you to learn from the unit he/she has written for you. If 
you are already working in the security business, you may be surprised at how much of 
the content you already know. When you look at the content critically, always think in 
terms of your own knowledge and the experience that you are bringing to the party!

 • Read through the unit fairly quickly to get an overview. Use your pencil to make 
question marks (?) in the margin or comments where you feel uncertain about the 
content.

 • Read through the unit again more carefully and critically this time.

Spend a few minutes studying the learning outcomes at the beginning of the unit 
before you begin. Remember that after working through the unit you should be 
able to achieve these listed outcomes, which also provide you with a means to check 
whether you have mastered the unit or not. As you read, make more notes and ask 
questions like “What is the author trying to tell me?” and “Do I agree in terms of 
my own experience?”

Now that you have a better idea of what the unit is about, you can work through it slowly 
and do the activities. It is always advisable to have a workbook (a cheap exercise book 
you can buy at a store) in which you do all your activities and other tasks related to the 
module. If you fi rst peek at the feedback provided on the question, you are wasting your 
time and bluffi ng yourself. Use the feedback to assess yourself. If you cannot understand 
the question, ask your peers or the lecturer. It is crucial that you grasp the meaning of 
what you are learning, otherwise you are simply busy with rote learning, which means 
trying to memorise facts without understanding them.

Because SRM is a content-rich subject, you should use as many learning strategies as 
possible to convert all this knowledge to long-term memory. An excellent practice is to 
refer to the glossary at the back of this study guide whenever you meet a word that you 
don’t know. This takes only a few minutes. Recall is unfortunately the weakest link in the 
memory chain. Too many students spend most of their time memorising new knowledge 
and they recall parts of their old work only when they prepare for a test or an exam. 
Many simply reread the material required for the exams and hope they will remember 
it. Others recite what they have learned off by heart but without comprehending it.

The brain also learns according to the maxim “Fire away, wire away”, which means 
that the more we think a thought or practise a skill, the more that particular thought or 
thought pattern follows a set path until the thought is hard-wired into our brains. When 
this happens, we say that we do something almost without thinking. The more senses 
we use when doing this, as when learning experientially and solving problems, the more 
rapidly the thinking processes become hard-wired. When memorising, we mostly 
have the answers in front of us and we use mnemonics (tricks like using associations 
and acronyms to help us remember) or repetition to convert the content to short-term 
memory. When recalling, we do not have the information or answer in front of 
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us to see. We now have to go into our memory banks to retrieve the information. In 
recalling your glossaries, you cover the second column with something and see whether 
you can provide the explanation. Having done so, you can check to see whether the 
explanation you recalled is the correct one. If this recalling process is repeated often 
enough, there will come a time when you realise you “know” the work, and then you 
will not have to “cram” and “spot” the whole study guide during the week before the 
exams. Note that students who generally cram and spot will have forgotten most of 
their work a few days later, whereas those who have recalled enough will remember 
their work for years to come. You may well fi nd that after completing the study guide, 
you have 300 or more key concepts listed.
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UNIT 1: INTRO TO SECURITY 
AT SUPERVISORY LEVEL:

history, philosophy, principles, and 
protocol

Bottom line is that if you act professionaly as a SECU-
RITY SUPERVISOR by applying the “code of conduct” 
security has a good name; if not, it has a band name 
reputation.

Self-preservation is a basic need

Needs change through ages

Barriers needed to keep one safe and source – caves, castles, 
houses, etc.

WHY DO WE NEED SECURITY?

WHAT ASSETS ARE THERE TO 
PROTECT?

WHAT MEASURES CAN BE TAKEN 
TO PROTECT THESE ASSETS?

Thoroughness – not lazy i.e. sleeping 
on the job, filling in forms incorrectly, 
etc.

Structure – must have a command and 
control plan

Status – functions independently from 
other divisions in company under top 
management

Policy – must have clearly formulated 
policy approved by top management

Immediate action – identify breaches 
of security immediately and act quickly

powerful tool BUT can be DESCTRUCTIVE or 
BENEFICIAL over-effecient or ineffective

first impressions play a big role – see security 
officials first and form impression of the com-
pany

security officials better trained and more aware 
of threats can identify risks in area and buildings 
more easily

security can be an asset to management by be-
ing helpful and friendly towards customers as 
well

can routinely check fire escapes/equipment etc. 
and help customers in different ways

should be seen as HUMAN and not just people 
sullenly carrying out their orders

Not only benefits the organisation but the 
community, nations and the world in the end

Shouldn’t be seen as a nuisance factor or to 
just “catch” people

Security operates at ALL levels of the com-
pany and society

MEASURES divided into HUMAN, ANIMAL, 
ELECTRICAL and ELECTRONIC

Promote products and sell

Make profits for owners and 
stakeholders

OBJECTIVES 
of a company

Ensure secure employment 
for owner

1. TOP MANAGEMENT

2.  Marketing, Transport 
Admin – Production

 Security programme 
measures

Problems: M/ment often see Security as a 
drain on finances only for insurance purposes – 
SENSELESS to have high value goods and the 
minimum security

REMEMBER THREATS – also theft, dishonesty, 
fire, sabotage and industrial action

Security is as extensive as the threat or value of 
the assets are i.e.

TYPE OF PROTECTION – strong buildings, 
alarms, repsonse capabilities, professionality of 
security etc.

TYPE OF RESPONSE: Either police or local se-
curity company or both

Presence of security staff, the technology visible, 
other physical measure to be seen VITAL to deter 
criminals.

the bigger 
picture – as a 

whole

Managers/business 
owners always to 

initiate/begin security

7. CONCLUSION

1.INTRODUCTION

2. PRACTICAL 
PHILOSHPHY

3.  PRINCIPLES 
OF SECURITY6.  SECURITY AS 

A MANAGMENT 
TOOL

4.  NEED FOR SECURITY 
IN COMMERCE AND 
INDUSTRY plus PRIVATE 
PROPERTY AND LIVES

5.  HOLISTIC AP-
PROACH TO 
SECURITY
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ROUTE MAP

Use the route map below to determine where you are now and how this unit fi ts into 
the module as a whole:

Study unit 2: Introduction to basic security concepts

Study unit 3: Introduction to access control

Study unit 4: Legal aspects of security

Study unit 5: Root cause analysis for security problem identification

Study unit 6: Firearm safety measures and principles

Study unit 7: Contingency plans

Study unit 8: Implementing administrative procedures effectively

Study unit 9: Inspection, patrols and observation

REFERENCES

Study unit 1: Introduction to security at supervisory level

GLOSSARY

AIM

In this unit, you will be given a short explanation of the history, philosophy and principles 
of security. You will also learn what the importance of security is to commerce and 
industry, and what qualities a good security offi cer should have.

LEARNING OUTCOMES

After studying this unit, you will be able to:

 • briefl y discuss the history of security
 • explain the basic practical philosophy and principles of security
 • interpret the code of conduct for security offi cials and demonstrate good behaviour
 • formulate the holistic approach to security



SEP1501 3

STUDY UNIT 1: Introduction to security at supervisory level

 • validate the need for security in commerce and industry
 • explain how the security offi cial can assist management in their task
 • explain the use of security equipment
 • describe the operation of the security control room and the functions of the security 

offi cial working in the control room
 • list the qualities of the controller
 • describe the common hazards to look for when patrolling
 • explain the nature and operations of the Private Security Industry Regulatory 

Authority (PSIRA)
 • explain the nature and operations of the Safety and Security Sector Education and 

Training Authority (SASSETA) as well as how to register a security business/company.

1.1 INTRODUCTION

The need to protect ourselves, our belongings and our families is inborn, and from the 
beginning of time people have regarded their own protection and that of their family as 
a basic necessity of life. Self-preservation, or security, has developed in different ways 
over the years, as have people and their needs.

People have always needed to protect themselves against two adversaries, namely other 
humans and wild animals. From the earliest times they found that the easiest form of 
protection was to create a barrier between themselves and their enemies. These barriers 
could take the form of a sheltered area, a cave or even a secure area surrounded by strong 
thorn branches piled up high, with an opening that could easily be closed by dragging 
branches across it. If the home was some distance away from a natural watercourse, a 
deep trench would be dug all around the home, wide enough to prevent animals and 
people from jumping across it – as you may have seen in television movies and games!

We can therefore say that security brings about a stable, reasonably predictable 
environment in which an individual or group may live as they please in a relatively 
safe environment without disturbance or injury. This age-old requirement for security 
and a safe living space still exists today and has actually become even more important.

We will now briefl y discuss the history of security.

1.2 HISTORY OF SECURITY

Security as we know it today developed from the private bodyguards and armies created 
to protect national leaders. During the Middle Ages in Europe, unemployed soldiers 
were used by private citizens to protect their homes and property. In the late 1700s and 
1800s, this type of security patrol became very popular. Guilds, merchants’ associations 
and other businesses would also appoint people to prevent the theft of goods and to 
protect their trade routes.

In 1829, Robert Peel saw the need for an offi cial body of patrolmen and, with the 
approval of the British parliament, formed the fi rst metropolitan police force in the 
world. Similar forces were formed in America, and by the 1850s several large security 
agencies were operating.

The mid-1800s also saw the rebirth of private security services, with private security 
being provided to private citizens by entrepreneurs offering burglar deterrents in the 
form of early alarm systems. Private detective agencies like the famous Pinkerton Agency 
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in America were established to provide private security and private investigations for 
anyone willing to pay for these services. Other security companies, like Wells Fargo 
and American Express, emerged in the 1850s, offering security for the transport of 
goods as well as armoured rail cars for cash-in-transit services. The emphasis of these 
services was largely on the protection of individuals and private property.

One aspect of these services was the use of night watchmen at factories and warehouses 
and in the industrial boom of the 1920s the whole guarding industry emerged. During 
the strikes in the interwar period, private police forces emerged to defend corporate 
capital or act as strike breakers ( Johnston 1992:18–20). These commercial security 
initiatives provided the basis of the modern private security industry.

In South Africa the public relied only on the government police force for protection 
and the maintenance of law and order. In isolated areas where police offi cials were 
not often seen, the need arose to safeguard crops, animal herds and property. Watchmen 
were appointed to do these tasks.

Figure 1: Night watchman on duty

As time went on, more and more watchmen could be seen in towns guarding shops 
and factories at night. Today, security has become an industry that earns billions of 
rands every year in South Africa. From the simple watchman service of the early days, 
security has moved into the age of technology and to the complex service we see today.

TAKE NOTE

The formation of private security services was mainly a result of civil conflict in the 
country, and commerce and business’s fear that customers could be killed or injured. 
Accordingly, the number of security staff increased incrementally year by year. Their 
main task was to identify individuals who were a threat to security and to stop acts that 
could cause damage, death and injury in shopping complexes or business premises.

To assist them in their task, equipment and systems were introduced by technological 
experts to detect explosives and fi rearms. Some of these devices were very sophisticated, 
such as metal detectors and X-ray machines. Unfortunately, nowadays the criminals in 
our society are in possession of very powerful guns and other tools of destruction, and 
these are being used to commit murder and robbery almost daily.
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Because of limitations in human resources in the Police Service, the private security 
industry has grown rapidly and is continuing to do so in order to meet the demands 
of commerce and industry. Because of the complexities of the security requirements of 
the clients, the industry has developed into two specialised fi elds:

 • the provision of services such as guarding property, investigating incidents, 
transporting cash and offering consultants

 • the supply of equipment and technology such as safes, locks, lighting, access 
control and closed-circuit television (CCTV) systems

So, why do we need security?

1.3 PRACTICAL PHILOSOPHY OF SECURITY
The three most important questions that can be asked in security are the following:

 • Why do we need security? This is a question that the business owner, manager or 
security offi cial has to answer. A broad answer is: to protect particular or specifi c 
assets.

 • What assets do we need to protect? The answer here is anything and everything that 
is likely to be attractive to or become a target for some other person or organisation.

 • What measures do we take to protect these assets? The answer is that we introduce 
security measures.

This sounds very simple, but it depends largely on circumstances and can be very complex. 
You will see during your studies of this subject that security is in fact a science – a very 
practical science.

Look at the following scenario, which relates to the importance of the three questions 
above.

Scenario 1

Crack down on “burnt copper”, says industry

In March 2008 it was proposed in Parliament in Cape Town that the Second-hand 
Goods Act be amended to include the prohibition of possession of burnt copper, stolen 
devices such as cellphones, and second-hand cars. Between April 2007 and January 
2008, Telkom lost R863m due to the theft of copper cables. John Cross, representing 
the Copper Development Association in Africa, briefed the Parliamentary Portfolio 
Committee for Safety and Security on this problem. The usual modus operandi of the 
thieves was to make a big fi re in a fi eld and burn the copper from the stolen electricity 
cables so as to destroy any identifi cation marks on them, before selling it as scrap metal 
to scrapyard merchants. This theft of copper cables was very lucrative. It is estimated 
that the copper scrap metal industry was earning about R250m a month in exports or 
R3bn per annum (Hartley 2008).

ACTIVITY 1.1

Having read the scenario above, answer the following questions with reference to it.

1.  Why is security needed? (3)
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2.  What assets need to be protected? (3)

3.  What measures need to be put in place? (3)

TAKE NOTE

Everything that has some value may need to be protected at some time.

The obvious things needing protection that come to mind are physical assets, business 
and residential premises, jewellery, antiques and other items that have monetary 
value. A less obvious asset, which is however just as important as material objects, is 
confi dential information that is highly desired by competitors. This type of information 
could be production plans, sales targets or identifi ed markets, which can be used by 
rivals in the business world.

1.4 PRINCIPLES OF SECURITY
The principles of security are the important rules or values that we as security offi cials 
need to adhere to or have to keep in mind when performing our daily tasks. If we do 
not implement these principles, we are actually failing to render a professional service 
to the customer!

Let’s discuss the most important principles on which good security services are built:

 • Thoroughness. Security work must never be done in a lazy or uninterested way.

Example: A security offi cial takes care never to sleep on duty.

 • Structure. A defi nite and effective security structure must exist.
 • Structures will obviously differ from one organisation to another since organisations 

themselves differ, but a very well-defi ned structure must be in place, and it must be 
tailored to the needs of the particular organisation.

Example: An organisation has a command and control structure.

 • Status. The security section must have independent management status. This 
means that this section must function independently from other sections and must 
furthermore fall directly under top management.

Example: The head of security reports directly to top management.

 • Policy. A clearly formulated security policy for the specifi c organisation must exist 
and must be approved by top management.

Example: The policy gives security offi cials the mandate to perform their duties.

 • Immediate action. When a breach of security occurs it must be identifi ed immediately 
and acted upon without delay.

Example: Mobile reaction units respond promptly to a housebreaking alarm.
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1.5 CODE OF CONDUCT FOR SECURITY OFFICIALS
As a security offi cial, you must be aware of the conduct and actions that will be expected 
of you in order to create a healthy security culture within which you can perform the 
duties expected of you. The following are the keys to successful relations with others:

 • knowing the rules
 • knowing the protocol (the correct way to behave in each situation)
 • having a neat appearance
 • wearing suitable clothing
 • using correct forms of address

TAKE NOTE

The Security Code of Conduct is also included in the Code of Conduct for Security 
Service Providers 2003. See Annexure B.

1.5.1 Understanding protocol and etiquette

If you perform your duties in the following manner, you will be respected not only as 
a person but, more importantly, also as an effective security offi cial:

TAKE NOTE

 • Be calm and composed – otherwise your actions could be used against 
you in court.

 • Be friendly and polite.
 • Be considerate.
 • Be fl exible.
 • Talk to one person at a time.
 • Always be impartial – listen to both sides of the story before you take action.
 • Be self-confi dent, not over-confi dent.
 • Communicate clearly and effectively.
 • Be aware that fi rst impressions are lasting impressions.
 • Remember that people differ – what is acceptable to one is not necessarily 

acceptable to another.
 • Discuss things, do not argue.
 • Be helpful.

TAKE NOTE

For more information on the security standing instructions, see annexure A.

According to Wilson and Brooksbank (1999:5–8), the following do’s and don’ts may 
assist security offi cials to become good security service providers.
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Don’ts

In any way imagine that you have the 
power and authority of the police

 • talk negatively to the employees, 
outsiders or clients about your company, 
its management or their decisions

 • promote gossip
 • accept bribes
 • promote favouritism
 • be discriminatory
 • let yourself lose your temper
 • use abusive language
 • get bored in your job
 • risk your life “act as a hero”

Come to work under the infl uence of any 
intoxicating substance, such as dagga, 
alcohol or drugs

 • assume that you know (ask when you 
do not know)

 • smoke, drink or eat in public while 
in uniform

 • leave your post unattended
 • lean against the wall or any object
 • put your hands in your pockets while 

in uniform
 • sleep on duty
 • arrive late for work

Do’s

 • ask if you do not know
 • make your employer’s interests yours and uphold them
 • love your job
 • project a good image that will earn you and your company respect
 • share your knowledge with others
 • know your company policies and procedures
 • know your daily job routine
 • stick to your job description
 • appear clean and well shaven

TAKE NOTE

The do’s and don’ts are important for you as a security official because if you do not 
adhere to them disciplinary action may be taken against you, which could result in 
dismissal.

DEMONSTRATING THE PROPER VALUES TO THE PUBLIC

During a sports event, a metro police offi cer on duty in the cordoned-off neighbour-
hood surrounding the stadium handcuffed a woman who was trying to gain access 
to her home. She was a resident in the cordoned-off area and had been given a pass 
allowing her to have access to her home. Unfortunately the pass had expired, and an 
altercation took place between her and the police offi cer on duty, who immediately 
took her to the charge offi ce, holding her arm fi rmly. The offi cer refused to listen 
to or understand the woman’s story; all he wanted was a valid pass. He told her he 
was just doing his job, following the rule book. The woman complained that the 
arm he had held her by had been recovering from an injury but was aggravated by 
his forceful action. When notifi ed of this, the offi cer indicated that he simply did 
not care.
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ACTIVITY 1.2

Based on the incident in the scenario above and the officer’s conduct, complete the 
column “What the officer did” (below) and give him a mark out of 10 for each 
quality listed.   (18)

Qualities What the 
officer did

Mark out of 10 How he should have 
behaved

Calmness, compo-
sure, friendliness and 
politeness

Greeted cordially, looked at 
her pass and listened to her 
explanation.

Considerateness and 
flexibility

Expressed sympathy and 
taken care not to hurt her 
arm.

Impartiality Advised her to have her 
pass renewed and allowed 
her to drive to her home.

ACTIVITY 1.2

Qualities What the 
officer did

Mark out of 10 How he should have 
behaved

self-confidence displayed professionalism 
but also friendliness.

clear communication listened to her talking and 
asked questions to gain 
understanding

creation of good first 
impressions

maintained a professional, 
friendly bearing for the 
public

consideration for the 
differences between 
people

kept his composure and 
self-control, regardless of 
race

ability to discuss, not 
argue

maintained a dialogue in a 
calm manner

1.5.2 Respecting the values of others

As a security offi cial, you must have respect for the values of others, particularly in 
a multicultural and racially diverse country like South Africa. Values are attributes 
(behavioural qualities and aspects) that people regard as important and necessary in 
certain circumstances.

Personal values are not easy to change, since all people want certain basic things for 
themselves that make life meaningful, for example justice, human dignity and fairness. 
We all want to be respected and treated with dignity. So, when you approach someone 
or are approached by colleagues or other people, be sure to:
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 • treat others with dignity

 • make them feel important

 • support them

 • make them feel understood

 • listen to them (especially when they are giving instructions)

 • explain whatever is not clear to them

 • render a good service

 • treat them fairly

Putting the above strategy into practice in your daily work as a security offi cial will set 
standards that ensure effi ciency and help you to perform your duties well. You will also 
win the confi dence of others.

1.5.3 CARE OF THE UNIFORM

Company uniforms play a role in the identifi cation of a company. If the uniform is not 
well cared for, that is a bad refl ection on the company as a whole. People would not 
say that you as an individual do not care, but that the company does not care about its 
employees. This also applies to the uniform of the security offi cers. Top management 
or the Director of the private security company chooses the uniform for the staff (King 
2000:2–9).

The following are the requirements regarding staff uniforms in the security industry:

 • All members of staff, both male and female, require both summer and winter uniform.
 • Proper care should be taken of uniform and equipment.
 • Equipment and uniform that is worn out must be reported immediately to the 

supervisor for replacement, because he or she cannot know that these items need 
replacing unless you report the matter.

 • Drastic action or steps will be taken against a staff member who neglects his or her 
uniform and equipment.

 • No unauthorised alterations to the uniforms are allowed.
 • Garments that need washing and dry cleaning should be handled/processed as such.
 • All staff members/security offi cers should be made aware of the responsibility for 

costs where uniform and equipment are concerned.
 • Uniform should remain clean at all times, especially when one is on duty.

A record is kept of all items of uniform issued to all members of staff. When a staff 
member resigns, the uniform should be handed back to the company and if any part 
of it is lost or damaged without this fact being reported, the security offi cer is expected 
to pay for the lost or damaged item (King 2000:2–9).

Competency badges

Any security offi cer with a training badge in fi rst-aid, fi re-fi ghting, or any other work-
related badge, should wear the badge on either the left or the right sleeve, some distance 
away from the epaulette.

The position of a rank badge or emblem should also be indicated. It would be advisable 
to indicate on which shoulder whistle lanyards/ropes should be worn (King 2000:2–15).
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ACTIVITY 1.3

1. What is the importance of a company uniform?  (2)

2. How should the security officer’s uniform be cared for? (8)

3. According to your knowledge or the security company you are working for, what 

items should be considered to be uniform? (5)

4. Should security officers keep their uniform, upon resignation? (2)

1.6 THE NEED FOR SECURITY IN COMMERCE AND INDUSTRY

The introduction of security into commerce and industry, which is the responsibility 
of the managers and/or owners of a business, is the result of crime, which is rife in 
the commercial world. They have to make sure that the security provided is comprehensive 
enough to protect the premises, the assets and the people working in the business.

Unfortunately, most managers see security as a drain on the company’s profi ts, as 
security does not generate income. Quite often, security measures are introduced merely 
to obtain insurance cover, and in these cases security is kept to the minimum to avoid 
unnecessary costs.

Remember, however, that it is senseless to have minimum security measures to protect 
high-value goods. It is also foolish to spend thousands of rands on security to protect 
goods that have little or no commercial value. A very good guideline in this case is the 
following:

TAKE NOTE

The security measures must be as extensive as the threat and the value of the 

item(s) to be protected.

When a company has to decide on security measures, they have to consider the threat 
as well as the type of protection and type of response they need:

 • Remember that the threat relates not only to theft or acts of dishonesty but also 
to losses caused by fi re, sabotage, industrial action and so on.

 • Protection takes the form of secure and strong buildings or structures to prevent 
burglary, the installation of burglar alarm systems to detect unauthorised entry, 
and the follow-up actions in response to information received.

 • Responding staff are the police and/or a local security company, depending on 
the circumstances.

The presence of security staff or highly visible electronic systems, such as access control 
and closed-circuit television (CCTV), is vital to deter criminals and will be discussed 
later in this module. Other systems and physical security (such as safes and strong rooms) 
are also a deterrent and help to improve security in general.
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1.7 THE HOLISTIC APPROACH TO SECURITY
Whatever measures of security an organisation introduces, these measures must always 
be seen to benefi t the organisation and to be a part of the whole, as depicted by fi gure 
1.4. We are part of Africa and therefore part of the world. Security must never be seen 
as a nuisance factor or a private police force that merely wants to catch people out.

Security measures are required at all levels within an organisation. Cooperation between 
all departments, including security, is vital for achieving the overall objectives of 
the company.

TAKE NOTE

These objectives normally include promoting the business or product, selling the 
service or product, making a profit for the owner and shareholders, and ensuring 
secure employment for the employees.

1.8 SECURITY AS A MANAGEMENT TOOL
If we really analyse security, we fi nd that it is a very powerful management tool. Security 
can be both benefi cial and destructive. For example, when security is taken to 
extremes (refl ecting either the over-effi ciency or the ineffi ciency of the security service), 
it could well destroy a company. Also, the fi rst people a visitor or client normally sees 
on arriving at the premises are security staff. It is at this point that the visitor assesses 
the professionalism of the organisation or company.

Each person working at the company has only one pair of eyes and one pair of ears, 
and can therefore concentrate on activities around them to a limited degree only. The 
security staff on a site, because of their training in being alert and looking out for things 
that are out of the ordinary, are ideally positioned to assist management.

Security staff are therefore naturally in a position to do management a service by going 
the extra mile to assist, thereby creating a professional image of the organisation.

EXAMPLE

As a matter of routine, for example, security staff can check that fire escape doors 
are secure and that the fire equipment is in position and serviceable. They can also 
be on the lookout for fire hazards, identify safety hazards, check on cold rooms 
(refrigeration) and possibly prevent breaches of safety regulations. They can escort 
women to their cars at night when it is dark and the area is poorly lit, or help someone 
to push-start their car because of a flat battery.

What is important is that security staff are seen to be human and not just people with 
extra authority, carrying out instructions issued at higher levels.
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1.9 SECURITY EQUIPMENT

TAKE NOTE

Remember that for anyone to perform their job effectively, the relevant equipment, 
which should be in good working order, is needed.

The security offi cial should have the following before going on duty:

 • Torch: A torch is needed to illuminate dark areas while patrolling.

Example: At night a torch is an essential aid.

 • Two-way radio or mobile phone: A two-way radio or mobile phone can be used 
for communication between the security offi cials or with the control room.

Example: The security offi cial informs the control room operator about a suspicious 
object while patrolling.

 • Whistle: The security offi cial blows a whistle to ask for the help of other security 
colleagues in an emergency.

Example: The security offi cial blows the whistle upon seeing an intruder on the 
premises, in order to call for backup.

 • Baton stick: The baton stick is used for self-protection.

Example: The security offi cial uses the baton stick for self-defence when attacked 
by criminals.

 • Handcuffs: The handcuffs are used for arresting a suspect.

Example: A security offi cial handcuffs a suspect arrested for trespassing.

 • Firearm: The fi rearm is used for protecting more violent areas.

Example: Cash-in-transit guards carry fi rearms to deter thieves and defend them-
selves when under attack.

 • Guard dogs: The dogs are used for protecting areas that could be exposed to 
explosives.

Example: Banking institutions need to be aware of such threats.

ACTIVITY 1.4

You are a security supervisor and your manager has requested that you brief the 
newly employed staff about the hazards they should look for when patrolling. In your 
own words, tell them about 20 kinds of hazards to look for when patrolling.  (20)

1.10 SECURITY CONTROL ROOM
The security control room is the central point facilitating communication between the 
security service providers and their clients. It is a high-risk area as security offi cials are 
not allowed into the control room. “High risk area” refers to an area that needs intensive 
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protection. Make sure that you always have pen and paper to hand while working in 
the control room. This is where fi rst, and lasting, impressions are formed.

Figure 2: Control room

1.10.1 Functions of the security official or controller in the control room

The functions of the security offi cial or controller in the control room are as follows:

 • to issue the necessary security equipment to the security offi cials
 • to listen to the concerns of security offi cials on duty and assist them accordingly
 • to accept and respond to the customers’ concerns
 • to respond to emergencies when they arise and send the relevant people
 • to render assistance, as in the case of the South African Police Services, fi re brigades, 

metro police and ambulances
 • to monitor the surveillance cameras (closed circuit television or CCTV) to ensure 

that they are functional at all times
 • to monitor the intruder and fi re alarm systems
 • to facilitate telecommunication and radio communication
 • to perform key control
 • to keep and inspect all the security registers and check that they are in order
 • to ensure that the physical security system is controlled properly
 • to keep and regularly update the emergency numbers (including the services mentioned 

above)
 • to link the guards with their supervisors
 • to ensure that the control room is manned for 24 hours a day
 • to make informed decisions on matters regarding security

1.10.2 Qualities of the controller

The controller should have the following qualities:

 • fl uency in English
 • computer literacy
 • public relations skill
 • good judgement
 • alertness at all times
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In addition, the controller should be trainable in order to adapt to changing security 
technology, and must have registered with the Private Security Industry Regulatory 
Authority (PSIRA).

1.11 BASIC GUARDING FUNCTIONS
Men and women employed on security duties need to know their responsibilities and 
these should be described in written form.

The security guards perform the following basic security functions:

 • access and egress control
 • patrolling the buildings and all vulnerable areas
 • escorting personnel and material
 • conducting inspections on the premises for security and fi re risks
 • conducting any task given to them by the client, supervisor or manager
 • interacting with other colleagues
 • observation
 • responding to all incidents and security breaches
 • reporting all incidents to the control room or supervisor
 • keeping records for all incidents

Let’s consider these functions, as outlined by Lombaard (2004:113–114).

Access and egress control

“Access control refers to the measures taken to ensure that people and vehicles are only 
able to enter areas, buildings and rooms that they are legitimately entitled to enter, and 
at the times authorized” (Wilson & Brooksbank 1999:25).

Patrolling the buildings and all vulnerable areas

Do the following:

 • Record in your pocket book the time when you go out to patrol.
 • Inform the control room and get your reference number.
 • Check the emergency or exit doors, stairwells, lifts, offi ces, balconies, windows, 

ducts leading to the building, roof and wall.

Escorting personnel and material

 • Do the following:
 • Record the details of your escort duty in your pocket book.
 • Report to the control room.
 • Get your reference number.
 • After you have completed your escort duty, inform the control room again and get 

your reference number again.

Conducting inspections on the premises for security and fi re risks

Conducting inspections involves doing the following:

 • Reporting any fi re extinguisher that has expired.
 • Making sure the fi re signs correspond with the fi re extinguishers at a specifi c point.
 • Reporting any irregularity, such as heaters left on.
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Performing any task assigned to you by the client, supervisor or manager

Adhere to the specifi c instructions given to you as a security offi cial.

Interaction with other colleagues

 • Conduct a proper handing over or taking over.
 • Arrive in good time to relieve.
 • Have your colleagues’ contact particulars at all times.

Observation skills

The security offi cial should be in a good position to give a clear description of any 
incident, whether it relates to people or vehicles.

Observation of people

The acronym BRASSH may be used when you have to give a description of people. 
This stands for the following (with examples in brackets):

 • Build (slender or stout)
 • Race (black, white, Indian or coloured)
 • Age (e.g. 18 years of age)
 • Sex (male or female)
 • Scars (e.g. on the forehead)

Observation of vehicles

The following should be noted (examples are given in brackets):

 • registration (say, TRA 123 GP)
 • model (Toyota Corolla van)
 • year of manufacture (2005)
 • colour (white)
 • identifi cation marks (a dent on the driver’s door)
 • tint on windows (dark)

Responding to all incidents and security breaches

Do the following:

 • Investigate the cause of the alarm activation.
 • Investigate any unusual noise you hear on site.
 • Investigate if your hear the dogs barking continuously.

Reporting all the incidents to the control room or supervisor

Inform the control room or supervisor when there has been an incident. This should 
be reported as soon as possible. It is an omission not to report any irregularity to the 
supervisor.

Keeping records of all incidents

In this regard, you should do the following:
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 • Record all incidents in your pocket book and occurrence book, and report them to 
the control room and supervisor.

 • Make a record of all those people whom you inform and also record their response.

ACTIVITY 1.5

You have heard that a new company, ABC Company, is just about to open at an 
industrial site somewhere near Johannesburg. The owner has seen guards at the 
gates of other companies and is not sure whether to consider guards for his company. 
In your own words, list and discuss the basic guarding functions to enable the owner 
of ABC to see the importance of security at his company.   (15)

1.12 COMMON HAZARDS TO LOOK FOR WHEN PATROLLING

According to Wathen (1972:11), the purpose of the security patrol is to check the following 
points, which could form the basis of a checklist of your own:

 • fused lights at entrances and exits
 • poorly lit areas
 • loose handrails or guard rails
 • defective wiring, ladders or scaffolding
 • leakage of water, oil, chemicals or gasoline
 • unusual fumes
 • dangerous storage of supplies or equipment
 • open or broken doors and windows
 • unlocked gates and doors
 • electrical equipment left running
 • blocked aisles
 • blocked fi re-fi ghting equipment
 • open fi re doors
 • any sign of overheating on running equipment
 • any suspicious object
 • any security breach
 • smoke in non-smoking areas
 • any unusual sound
 • closed sprinkler valves
 • any unsafe conditions
 • slippery fl oors
 • oily rags
 • defects on a fence, wall or any barrier
 • roof leaks
 • uncovered containers or solvents
 • tripping hazards, such as piping or hose lines
 • lack of warning signs or barriers at open manholes
 • parking areas
 • suspicious objects, persons or vehicles

TAKE NOTE

Security officials need to be aware of these aspects because it will be their task to 
check on them and to report any hazards immediately to the supervisor.
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See Annexure C for more examples of security risks.

ACTIVITY 1.6

You are a security supervisor and your manager has requested you to brief the newly 
employed staff about the hazards they should look for when patrolling. In your own 
words, tell them about 20 kinds of hazards to look for when patrolling.  (20)

1.13 PRIVATE SECURITY INDUSTRY REGULATION ACT 56 OF 
2001
In brief, the functions of the Private Security Industry Regulation Act, as defi ned in 
section 35, are as follows:

 • It regulates legal compliance with the obligation on the part of security service 
providers (employers or employees) to register. Everybody rendering security services 
in South Africa should register with PSIRA and pay the annual fee stipulated by it. 
Anyone who fails to comply with this will be prosecuted.

 • It determines the basic working conditions and payment of security offi cials.
 • It also stipulates the code of conduct for security service providers.

TAKE NOTE

PSIRA is not the security employers’ organisation or security employees’ union or 
federation. See Annexure D.

1.14 SAFETY AND SECURITY SECTOR EDUCATION AND 
TRAINING AUTHORITY (SASSET A)

TAKE NOTE

In the beginning PSIRA was responsible for the training of security service providers. 
On 14 July 2005, a memorandum of understanding (MOU) was drawn up between 
PSIRA and SASSETA, in terms of which SASSETA would be responsible for 
monitoring education and training in the private sector. It was then accredited to 
perform the education, training and quality assurance (ETQA) functions in the private 
security sector.

The website address of SASSETA is www.sasseta.org.za.

The following are the functions of SASSETA:

SASSETA has the following functions:

 • to uphold the quality assurance policies and procedures governing it
 • to be the body that recognises and approves the short learning programmes in the 

security private sector
 • to submit reports to the South African Qualifi cations Authority (SAQA)
 • to provide for the certifi cation of learners
 • to regulate the registration of education and training of the moderators and assessors
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 • to accredit, monitor and educate training providers
 • to promote a quality assurance system for education in the private security sector

1.15 REGISTRATION OF A SECURITY BUSINESS/COMPANY
How is a security business/company formed in South Africa?

A security business/company should operate within the law of Republic of South Africa 
(RSA) in order to establish your business. The following need to be adhered:

 • First obtain the CK1 form from the Department of Trade and Industry (DTI), 
specify what your business intends to do, and get the accountant who will work 
with you in your business to sign and furnish all his/her contact details and his/her 
consent to act in that capacity. This step takes about a week after you have proposed 
three names for your business and submitted them to the DTI on CK7. You need to 
pay a registration fee. If your application is successful, the DTI then registers your 
business and gives you a CC number.

 • Register with PSIRA and obtain a registration number. This means that you need 
to have all the required security equipment and a well-established offi ce with a 
telephone, fax machine and the necessary stationery. You need to pay a certain levy 
to PSIRA before they authorise their inspectors to inspect your business area. If your 
site does not meet their requirements, you forfeit your levy. You would then have 
to call them again after paying another levy. You need to register with the Safety 
and Security Sector Education and Training Authority (SASSETA) if you want to 
render security training on site.

 • Register with the Unemployment Insurance Fund (UIF). Remember that your company 
will employ various people, and you will need to register them with the UIF, as 
required by law.

 • Register with the South African Revenue Services (SARS) and obtain your business 
tax registration number.

 • Open a business bank account – this is one aspect that is very important.
 • The website address for the DTI is (www.dti.org.za)

1.16 CONCLUSION
In this unit, you were given a brief explanation of the history, philosophy and principles 
of security. You also learnt what the importance of security is to commerce and industry. 
You are now able to describe and implement the security offi cial’s code of conduct and 
know exactly what behaviour is required to perform your duties effectively. So, let’s 
get active!

TAKE NOTE

The self-assessment guide follows after the self-assessment exercise. Please try to 
answer each self-assessment question on your own before turning to the guide for 
help. By doing this, you will get an accurate indication of how well you understand 
the learning material. If you do have difficulty in completing some of the questions, 
reread the relevant section of the unit and then attempt the self-assessment questions 
again. Do not give up!
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1.17 SELF-ASSESSMENT EXERCISE
(1) What are three questions we need to ask when considering implementing security 

at a site? (6)
(2) When considering the conduct and behaviour of a successful security offi cial, many 

things come to mind. Take your time and measure yourself against the security 
offi cial’s code of conduct.  (20)

(3) What do you understand by the concept “security control room”? (5)
(4) List the functions of the control room operator. (10)
(5) List the qualities of the control room operator. (10)
(6) What do you understand by “SASSETA”? (5)
(7) What do you understand by “PSIRA”? (5)

1.18 SELF-ASSESSMENT GUIDE
(1) Refer to section 3 and identify the three questions mentioned.
(2) Refer to sections 5 to 8.
(3) Refer to section 12.
(4) Refer to section 12.1.
(5) Refer to section 12.2.
(6) Refer to section 14.
(7) Refer to section 13.

How did you do? In your own opinion, is there room for improvement? If so, 
it’s never too late.
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2STANDING INSTRUCTIONS FOR SECURITY 
OFFICIALS

The standing instructions for security offi cials are as follows (Riley, 2000:13–14):

Do’s Don’ts

 • always read, understand, know and
 • obey the instructions in your job
 • description
 • read the occurrence book and
 • information book before starting your
 • duties
 • remember to keep all the gates
 • closed and locked at all times
 • patrol the entire premises before you
 • hand over and immediately after you
 • have taken over
 • use your occurrence book to record
 • all the occurrences and inform the
 • control room
 • report any unusual activity to the
 • control room
 • always be neat and tidy
 • keep the security guard room clean
 • at all times
 • always arrive 15 minutes before the
 • scheduled times
 • never leave your duty point before
 • you are relieved
 • keep the client informed about your
 • malfunctioning equipment 

immediately
 • respect your seniors and your
 • colleagues

 • report on duty under the infl uence of
 • alcohol or drugs
 • accept any bribery in executing your
 • duties
 • become a friend to the staff members
 • smoke in public while in uniform
 • stand with your hands in pockets
 • while in uniform
 • lean against the wall
 • hold the two-way radio by the
 • antenna while patrolling
 • press the panic alarm unnecessarily
 • erase the entry made in the
 • occurrence book (rather draw a line
 • through the entry you would like to
 • erase so that it remains visible)
 • take anything from the premises of
 • the client without permission
 • borrow money from clients
 • get involved in any labour dispute
 • with the client’s employees
 • drive any vehicle or machinery
 • equipment without permission
 • spit in public
 • use kettle or stove as guard hut
 • heater
 • sleep on duty
 • tell lies
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Do’s Don’ts

 • inform the control room well in time 
if you feel you are not going to report

 • for your duties for some reason, such
 • as when you are sick
 • be civil at all times

 • make any fi re on the client’s premises
 • make calls that are unauthorised
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3CODE OF CONDUCT FOR SECURITY SERVICE 
PROVIDERS, 2003

PRIVATE SECURITY INDUSTRY REGULATORY AUTHORITY ACT 56 OF 2001

Purpose

The purpose of the code of conduct is to guide all the security service providers (security 
employers, employees, installers and so on) to

 • abide by the law in their dealings within the security industry
 • ensure that minimum standards set by the Authority are met
 • ensure that all the stakeholders’ interests are well catered for – that is, those of the 

state, public sector, private sector and consumers of security services
 • ensure that the minimum payments by all the security service providers are duly made

General obligations of security service providers

General obligations governed by the Private Security Industry Regulation Act are as 
follows:

 • No security service providers will disturb the members of PSIRA from performing 
their lawful task.

 • No security service provider will use a former employee of any previous security 
service provider to get information from that provider to render the same security 
services.

 • All the security service providers should treat members of public with respect.
 • Security service providers will not engage in unlawful competition with each other.
 • No service provider will misrepresent the truth in order to run a security business.
 • All security offi cials should be well informed about their duties.
 • No private investigators will interfere with any state organ.
 • No security consultant will advise the client to follow any unlawful method or 

practice in running a security business.
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TAKE NOTE

You may access the PSIRA website (www.psira.co.za) for more information on the 
code of conduct.
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4SECURITY RISKS

Examples of security risks are

 •  the risk of robbery from shops and at ATMs
 •  the risk of theft from motor vehicles and the contents of motor vehicles
 •  the risk of robberies of shoppers in car parks
 •  the use of drugs in and behind nightclubs and behind cinemas
 •  crime syndicates operating in shopping complexes
 •  the risk of theft of goods from company premises
 •  the risk of employees and shoppers being raped
 •  the risk of valuable goods being left unattended
 •  the risk of valuable goods being taken off premises in motor vehicles
 •  the unauthorised use of company motor vehicles

Security (and industrial safety) weaknesses are

 • fused lights at entrances or exits
 • poorly lit areas
 • loose handrails or guard rails
 • defective wiring, ladders or scaffolding
 • leakage of water, oil, chemicals or 

gasoline (fl ammable substances left
 • in dangerous containers and in sunlight)
 • unusual (toxic and fl ammable) fumes
 • dangerous storage of supplies or 

unguarded moving or dangerous 
machinery or equipment

 • laptop computers left in an
 • unattended or unlocked car
 • lack of warning signs or barriers at 

open manholes
 • uncovered containers or solvents
 • tripping hazards, such as piping or hose 

lines
 • ineffective burglar guards
 • electrical equipment left running
 • blocked aisles
 • blocked fi re-fi ghting equipment
 • blocked fi re doors

 • open or broken windows and doors, 
including open fi re doors

 • unlocked gates and doors
 • any security breach such as a gate or 

door left unlocked
 • any unusual sound such as breaking 

glass, unusual drilling, unexpected 
people walking and talking at night

 • closed sprinkler valves
 • slippery fl oors
 • oily (fl ammable) rags that can catch 

on fi re or on which one can slip on 
suspicious people loitering in the area

 • people walking around without 
displaying their identify cards

 • smoking in non-smoking areas
 • fi re hazards such as a heater left on in 

an offi ce overnight
 • suspicious incidents seen up by means of 

a CCTV system, such as unauthorised 
deliveries being made, or staff members 
in unauthorised areas
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 • broken or empty fi re extinguishers
 • any sign of overheating on the running 

equipment
 • any suspicious-looking object such as 

an unattended box or brief case

 • ineffective and old perimeter fences, 
walls or other barriers (with defects 
such as open sections, rusted wire, or 
any objects nearby that could be used 
to climb over the barriers)

 • roof leaks
 • any unsafe conditions and acts
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ROUTE MAP

Use the route map below to determine where you are now and how this unit fi ts into 
the module as a whole:

Study unit 2: Introduction to basic security concepts

Study unit 3: Introduction to access control

Study unit 4: Legal aspects of security

Study unit 5: Root cause analysis for security problem identification

Study unit 6: Firearm safety measures and principles

Study unit 7: Contingency plans

Study unit 8: Implementing administrative procedures effectively

Study unit 9: Inspection, patrols and observation

REFERENCES

Study unit 1: Introduction to security at supervisory level

GLOSSARY

AIM

In this unit, you will learn that security should be a countermeasure to those risks that 
may exist in an organisation. These risks and the probability of their materialising must 
be investigated. You will, furthermore, get to know what the management functions of 
security are and see what the various roleplayers do. This will enable you to distinguish 
between different concepts and provide you with knowledge that you can apply in your 
workplace.

LEARNING OUTCOMES

After studying this unit, you will be able to

 • perform a security survey and discuss why it is important to do so
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 • distinguish between “probability” and “vulnerability”
 • discuss the security management principles
 • defi ne the different roles of the police and the security industry
 • discuss and implement security policy and procedures
 • evaluate risks with regard to risk analysis and risk management
 • distinguish between deterring, detecting and detaining
 • list and discuss security management functions
 • identify and discuss additional management functions
 • interpret safeguarding of information
 • discuss the control of sensitive areas or premises

2.1 INTRODUCTION
For help you to fully understand the various concepts of basic security, we will begin 
this unit by explaining where to make a start when an organisation has a security need.

This will be followed by an explanation of the other basic concepts of security to enable 
you to apply them in your workplace.

As in all enterprises, the activities that need to be performed to make the enterprise 
effective should be managed. In this unit, you will see how management is achieved in 
the security environment. We will also distinguish between the role of the police and 
that of the security industry, and we will touch on the policies and procedures to be 
adhered to when establishing a security section in an organisation.

2.2 SECURITY SURVEY AND RISK ANALYSIS
Over the years, organisations have found it necessary to identify their areas of weakness 
and loss. In most cases security, or the lack of security, has been identifi ed as a factor to 
be addressed. The security survey was developed as a tool to identify the weaknesses and 
level of security required to protect the premises, assets and people of the organisation.

DEFINITION

The security survey is the basic instrument for determining security vulnerability.

Remember the three most important questions asked in section 1.3 of the previous unit.

To carry out a survey, there should be on-site examinations to:

(1) determine the protection needed
(2) evaluate existing security
(3) identify shortcomings and assess the risks that go with these
(4) recommend measures to improve overall security
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Let’s consider each aspect.

2.2.1 Determining the protection needed

The process begins with a “needs assessment”. By using checklists, audits and 
inventories the company can identify the people, things and processes that are necessary 
to do the work of the business. Remember that a security survey is not restricted to 
buildings and properties. It includes all areas of possible loss to the company, such 
as wastage, internal theft, accidents, production losses and fi re.

Here are a few examples of areas or activities that may need to be protected or monitored 
by security: If we look at transporting valuable items from one point to another, we 
typically look at the point of departure, premises, loading facilities and procedures and, 
of course, the security of the vehicles to be used. Other examples are the wage payout of 
staff, the delivery of cash to the premises, the making up of wage packets, the security 
of these packets and the actual payout process.

2.2.2 Evaluating existing security

There are three criteria for evaluating whether security is adequate:

 • The “foreseeability” of something happening.

Example: Where cash is kept on the premises, theft is always “foreseeable”.

 • The likelihood that existing security measures will prevent loss.

Example: If money is secure at all times and very well guarded and handled by 
reliable people who check on each other, theft will not occur.

 • The duty to provide security, considering who is involved.

Example: Management must not leave cash security to the fi nancial offi cials only, 
but must ensure that the security section is involved.

2.2.3 Identifying shortcomings and assessing the risks

The next step in establishing a physical security programme is to assess the risk. This 
means identifying the threats that may affect the organisation negatively in trying to 
achieve its aims.

Determining the risks is aided by analysing the crime statistics (both those reported 
in the site area to the police, and internal records possibly kept by the company itself 
or available from other companies in the area) and by studying the history of incidents 
of loss at the specifi c site. Taking notice of complaints by employees and visitors will 
also help to pinpoint risks.

The threats or risks can be divided into various categories, such as the risk of crime 
and the risk of injury.

 • Risk of crime: Crime risks may include fraud, theft, burglary, and so on. The risks 
for a particular organisation will depend on its nature, location, staff and operating 
environment.
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 • Risk of injury: Another risk to be considered is the company’s possible liability 
towards employees and visitors for harm or injury they may sustain while on the 
premises and because of activities or conditions of the company. All organisations 
have a legal duty to provide security for anyone present on the premises.

The importance of security surveys and the identifi cation of risks cannot be 
overemphasised, even if these are very time-consuming.

2.2.4 Recommending measures to improve overall security

Once the need to protect something is established, it becomes necessary to decide how 
it should be protected.

You can always refer to the three Ds in security: deter, detect and detain.

 • Deter. This is a sign to potential perpetrators that good security is present.
 • Detect. Once a breach of security has occurred, it must be determined whether it 

took place by electronic means.
 • Detain. The arrest of perpetrators can be achieved by a silent alarm unknown to 

the individuals or by a security patrol.

2.3 VULNERABILITY AND PROBABILITY

Figure 1: Probability as a determinant of vulnerability

As we have seen so far, a security survey is conducted to identify weaknesses in 
the system in order to prevent losses to a company. One of the factors that has to be 
taken into consideration is the type of threat or risk that a particular company faces. 
The threats can take many forms, depending on the product handled by the company.

Determining the vulnerability to a particular type of risk requires an analysis of factors. 
The probability of the incident taking place can be high, very probable or highly 
unlikely. This will depend on the circumstances. In short, vulnerability is determined 
by probability. 
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EXAMPLE

If a company is storing and transporting highly flammable liquids, the probability of 

an earthquake posing a risk is highly unlikely in South Africa. However, there is a 

high probability that thunderstorms could affect the storage operation negatively. 

The probability of vehicle accidents while transporting the liquid is also high.

To summarise, the company’s vulnerability has to be assessed in respect of each risk, 
and the probability of each risk materialising has to be determined. Only then can the 
correct security measures be put in place.

When a company suffers a loss, the cost could be high. There are direct and indirect costs.

DEFINITION

 • Direct costs occur when an item is lost (through theft, fire etc) and can be valued in 

monetary terms.

 • Indirect costs relate to the image of the company, in that if thefts occur regularly, 

customers may lose confidence in the company and rather do business with other firms.

ACTIVITY 2.1

Fill in the missing words (probable, highly probable, unlikely):

1. It is____ that an old person alone in a park at night will be robbed, or even 

murdered. (1)

2. It is ____ that a bright, wide-awake security official will fall asleep on duty. (1)

3. It is ____ that a car that has been parked next to a building for a day or two and 

hasn’t been moved is a stolen car. (1)

4. It is ____ that a laptop will be stolen from an office whose occupant has gone 

out and left the door open. (1)

5. It is ____ that if the employees at the plant are not searched, they will take 

the company property home. (1)

2.4 SECURITY MANAGEMENT

It is generally accepted these days that the planning and execution of security cannot 
be done in a disorganised manner. When top management has left this aspect to fate 
or chance, large and expensive losses have occurred.

Any programme that aims to prevent losses or keep them to a minimum must be based 
on effective and effi cient security management and good security awareness at all levels 
of management.
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DEFINITION

Security management is a systematic process whereby persons in positions of 
authority and other aids are used in a cost-effective manner to achieve specific 
security aims.

There are four main security management functions, namely planning, organising, 
leading and controlling:

 • Planning. All security aims are identifi ed, a survey is done, risks are identifi ed, and 
vulnerabilities and probabilities are determined.

Example: The security risk manager does a site inspection/survey and decides what 
security measures are needed to counter the threat and compile a security plan.

 • Organising. Roleplayers are identifi ed. Roles, tasks and responsibilities are allocated, 
and resources are specifi ed.

Example: The security plan indicates the number of security offi cials, the pieces of 
equipment and the amount of supervision needed to implement the plan.

 • Leading. The security risk manager commands or activates what has been planned 
so that all employees fully support the security programme and the way in which 
it will operate.

Example: Security selling and issues be presented to employees by the security 
directors.

 • Controlling. A management information system is established to indicate input 
and output instructions, measure the success of these instructions, give feedback 
on complaints, and implement corrective steps.

Example: The use of the occurrence book, channels of communication and systems 
of reporting to supervisors and management are all elements of control.

Furthermore, we can identify six additional management functions, which will 
contribute to the successful management of a security programme, namely, communication, 
delegation, encouragement, coordination, discipline and decision-making:

 • Communication. This is the transfer of messages between management and personnel. 
It must be done clearly and must always contribute towards achieving company aims.

 • Delegation. This is the assignment of authority, responsibility and tasks to lower-
level employees to make management easier.

 • Encouragement. This refers to a management system aimed at motivating people 
by providing rewards for work well done.

 • Coordination. This is a continuous management function aimed at ensuring that 
all activities taking place contribute towards the achievement of the preset aims.

 • Discipline. This refers to disciplinary steps applied by management to ensure 
orderly and law-abiding behaviour. It may take the form of warnings, reprimands, 
transfers and even discharge.
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 • Decision-making. This is a process whereby management and operational problems 
are identifi ed, outlined, discussed and solved.

ACTIVITY 2.2

You are taking a security risk management course at Unisa, and you are a security 
supervisor in your company. You are approached by an employee who would like to 
know what the main functions of the security management are.

Explain to him/her by giving practical work examples.   (12)

2.5 ROLES AND ROLEPLAYERS

So far we have discussed the importance of the management of an organisation in 
establishing an effective security system. We also know by now what the important 
fi rst steps should be when establishing a security programme (see section 2.2). The next 
step is to make sure that we understand what the main roles are and who is responsible 
for them. We will look at the role of the police, that of the security industry in general, 
and that of the security organisation of a company in respect of safeguarding company 
information and controlling sensitive areas or premises.

2.5.1 Role of the police

In the past, the police were the only provider of security in South Africa in terms of 
general law and order as well as security in particular places, such as at shopping malls. 
Owing to the alarming increase in crime in our society and the human resource shortages 
in the police force, this has now changed.

Thanks to the help of security companies, the police can now focus on more important 
crimes, such as hijacking, robbery and murder. The role of the police can therefore be 
summarised as follows:

 • The police bear the main responsibility for the maintenance of law and order.
 • The police guard public areas only, unless a specifi c mandate (contract) is negotiated 

with a third party.
 • It is the responsibility of the management of a company or the occupants of a house 

to request police assistance when needed.
 • The police crime prevention service can give advice on criminal activities around the 

area to management and house occupants. This is especially useful as an impartial 
consultation service.

EXAMPLE

If ever you have a problem that requires help from the police, you can call them. On 
their arrival, ask for their identification (name and SAPS number) and take down their 
names and vehicle registration number. If possible, verify this information with your 
nearest police station by phoning them. Nowadays criminals are taking advantage 
of such call-out incidents by posing as police officers. The same applies to armed 
reaction security companies (criminals pose as security officials), so anyone who 
makes use of the services of a security contract company at their home should verify 
their authenticity as well.
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2.5.2 Role of the security industry

Security offi cials fulfi l a different role from that of the police. Although some aspects 
overlap, there are distinct differences. Let’s see where we have to focus. The security 
industry should:

 • concentrate on protection and prevention and not become involved in detective work
 • ensure that proper standards are maintained with regard to equipment, service and 

conduct
 • create procedures and systems with the aim of ensuring effi cient and effective 

security and protection

2.5.3 Safeguarding information

Figure 2: Necessity of information security

Safeguarding information is a very important responsibility of the security organisation 
of a company. It involves the identifi cation, classifi cation and evaluation of sources of 
leaks and/or secret or secure information. The training of staff in the safeguarding of 
specifi ed information will help to prevent leaks. Managers must ensure that the “need 
to know” security principle (only those involved need to know about a specifi c issue) is 
balanced with the “wish to tell” motivation principle (wishing to keep people informed).

Offences against the safeguarding of information include:

 • unauthorised access to correspondence and reports (for example, selling reports to 
the opposition)

 • unauthorised access to meetings and conferences (for example, bugging telephones 
and conference rooms)

 • negligent use of photocopying machines, telephones, telex equipment etc (such as 
making a private call on an offi cial telephone, or using the photocopying machine 
at work to make private duplicates)

 • unauthorised opening of mail and the destruction and incorrect storage of documents 
(for example, opening mail addressed to the supervisor or manager or putting 
confi dential documents in your desk drawer)

 • theft of information concerning a private company (such as stealing tender 
documentation from another security company)

 • unauthorised use and disclosure of trade secrets (for example, using stolen tender 
documents to draw up your own tender document)
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ACTIVITY 2.3

Consider the above offences and indicate who could be directly involved in each 
case. (12)

2.5.4 Controlling sensitive areas or premises

It has been suggested that the “need to know” and the “need to go” principles form 
the basis of all security. In the case of the latter, for example, there would be no access 
control problem if no one was ever allowed to enter or leave the premises.

EXAMPLE

Examples of areas that must be secured and defended are:

 • safe deposits

 • laboratories where new products are developed

 • classified military institutions

These areas have to be defended against unauthorised visitors who may want to gain 
access for unlawful reasons. Can you think of other places that need to be defended?

Examples you thought of probably included car parks and other private areas such as 
sports complexes, which have just as much need of access control.

The fi rst determinant of the control method to be used is the question of who is allowed 
to pass through the control point. Did you realise that a bus ticket or a season ticket for 
watching soccer is also a method of securing or defending an area? A coin-operated 
machine grants access to those who have money. Season tickets and the simple bus or 
train ticket limit access to those who have paid for the specifi c service. Passes, clock-in 
cards and signatures allow groups of previously identifi ed people to enter their workplace.

There are various methods or access routes that can be used. Access control is one of 
the most important aspects of effective security. You will see that we devote unit 5 to 
this aspect.

2.6 SECURITY POLICY AND PROCEDURES
If we accept that top management supports the establishment of a security section in 
the organisation, one of the fi rst tasks would be to identify general principles on which 
the security section will be established.

These principles must include aspects such as the following:

 • Achievement of aims. Management must clearly state what the security section 
should achieve, especially with regard to the prevention of losses and the protection 
of property and lives.

 • Economic well-being. In cases where the economic progress of the company is 
negatively affected by security incidents, all employees must give their full support 
to the security section in solving these incidents.

 • Task allocation. The security section must receive clear instructions as to what their 
tasks and responsibilities are.
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 • Delegation of authority. The security section must receive clear instructions as to 
what their authority entails.

It is also necessary to formulate a policy relating to aspects of security such as incidents 
of theft and/or misuse of company property. Employees must be made aware that 
management will treat acts of dishonesty seriously and will take whatever action is 
necessary to prevent theft. This should include the prosecution of offenders.

The next step is for procedures to be drawn up and for these procedures to be implemented 
and enforced. Management should treat any deviation from these procedures extremely 
seriously.

In the next unit you will learn about administrative procedures, such as the writing of 
reports and statements.

2.7 CONCLUSION
In this unit we looked at a number of basic security concepts. Any security programme 
starts with carrying out a security survey and then using the results of the survey to 
arrive at a security plan. For this plan to be successfully implemented, management 
should follow clear principles and policies.

We also defi ned the roles of the police and the security industry, and we saw that 
both these agencies have important roles to fulfi l. In conclusion, the very important 
aspects of safeguarding information and controlling sensitive areas or premises were 
highlighted. You should now have a good understanding of the basic security concepts 
and how to apply them.

2.8 SELF-ASSESSMENT EXERCISE
(1) State why it is important to conduct a security survey, and give a practical example 

of how this can be done.  (12)
(2) What is the difference between “vulnerability” and “probability”?  (6)
(3) List the four main security management principles.  (4)

2.9 SELF-ASSESSMENT GUIDE
(1) If you are not sure about your answer, page back to section 2.2 for guidance.
(2) Refer to section 2.3.

Refer to section 2.4.
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ROUTE MAP

Use the route map below to determine where you are now and how this unit fi ts into 
the module as a whole:

Study unit 2: Introduction to basic security concepts

Study unit 3: Introduction to access control

Study unit 4: Legal aspects of security

Study unit 5: Root cause analysis for security problem identification

Study unit 6: Firearm safety measures and principles

Study unit 7: Contingency plans

Study unit 8: Implementing administrative procedures effectively

Study unit 9: Inspection, patrols and observation

REFERENCES

Study unit 1: Introduction to security at supervisory level

GLOSSARY

AIM

The aim of this unit is to equip you with the necessary knowledge and skills to supervise 
the access control function effectively.

LEARNING OUTCOMES

After studying this unit, you will be able to:

 • summarise the purpose of access control
 • list the three elements of access control
 • explain the difference between the three elements of access control and discuss 

the importance of each one
 • identify and list the technological components and aids of an access control system
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 • describe a typical access control system and discuss the practical operation of its 
various elements, components and aids

3.1 INTRODUCTION
You probably know by now that the following are the most important questions in 
effective security application:

 • Who enters the premises of an institution?
 • How is access controlled?
 • What is used to do this task?

In this unit we will concentrate on fi nding answers to these questions. Let us fi rst 
consider why access and egress (exit) control is necessary.

In a community where we experience increasing levels of criminality and our lives and 
property are increasingly threatened, these controls have become necessary. Furthermore, 
the owners of property are forced to maintain minimum standards of security to be 
able to insure their property and goods. This will enable them to avoid paying high 
premiums in money and human life.

Access control is the most essential component of a good security system. All the other 
elements of security, such as patrols, monitoring and reaction alarms, are components of 
a security system and are supported by the access control component. We can therefore 
say that the design of a good security system should be based on an effective access 
control system.

From your experience you already know that “fi rst impressions last”. When arriving 
at any facility, a person wants to be treated in a professional and friendly manner in a 
pleasant and clean area. To achieve success in performing effective access control, we 
therefore need well-trained people assisted by various technological aids such as X-ray 
machines, metal detectors, search cubicles, storage facilities for fi rearms and closed-
circuit television.

3.2 PURPOSE OF A CCESS CONTROL
Access control can be described as an integrated subsystem of security and consists of 
the following three elements: pre-access control, access control and post-access control. 
Let’s discuss each in some detail.

3.2.1 Pre-access control

Pre-access control is a long-term preventive activity which aims to determine the 
suitability of a person’s character or intentions before allowing such a person on the 
premises. The information collected during pre-access control will serve as fundamental 
reconnaissance to enable the security offi cial to do medium- and long-term forecasts 
of a person’s behaviour.

As security offi cials, we should not allow unwanted or criminal elements on the premises 
that we are in control of. Large institutions and facilities have a similar objective. Pre-
access control measures are designed to identify unwanted elements before they gain 
access to the site, whether as workers, temporary workers or visitors.
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Pre-access control is designed to prevent unwanted people from being employed by 
the organisation. Pre-access control checks are normally applicable only to temporary 
and permanent workers but could be applied to visitors if necessary. By making use of 
these checks, an organisation will be able to pinpoint a person’s intentions and therefore 
have a measurable indication of whether the candidate will be a long-term asset to the 
organisation.

3.2.2 Access control

We are interested not only in persons, vehicles and goods entering the premises but also 
in who and what leaves the premises (egress control). We achieve this by channelling 
people, vehicles and goods through specifi c points via a set of barriers.

What are the functions of a security offi cial when staffi ng such a control point? The 
following control actions should be carried out at such access and egress points:

 • Identifi cation. This can be done by visual control, a card system, or fi ngerprint, 
voice or eye (retina) verifi cation.

 • Time control. Here the day, date and time of arrival or departure are written down.
 • Validity. Is there a valid reason for the person, vehicle or goods to be granted access 

at this time?
 • Item check. Is the person, vehicle or container carrying items that should not be 

allowed onto or off the site?

Making use of these four actions will enable you to perform both effective pre-access 
control and access control.

3.2.3 Post-access control

Unfortunately pre-access control and access control are not enough to ensure effective 
security. To protect company property, movements on a site must also be monitored, 
whether they are the movements of a visitor to whom you have just given access or 
those of an employee.

To monitor movements on a site, you should identify the most important areas of the 
site and then concentrate/deploy the highest levels of security around those areas.

This action is known as “strategic deployment”. The example of this is the strategic 
deployment at Unisa of a number of security offi cers, when our former President Thabo 
Mbeki delivered a speech to the Unisa community. The security offi cers were visibly 
placed at different sites with the intention of combating any crime that might occur 
and safeguarding the former President’s entourage.

As a second example, take an airport where you have passenger movement, cargo 
movement, storage areas, aircraft parking areas and even car parks.

As a result of this approach (identifying the most important areas), a system of zoning 
is achieved that requires higher or lower levels of security around specifi ed areas. This 
means that the movement of people and vehicles in these areas is controlled by using 
internal barriers and monitored entrances. There should be communication links 
between the various levels of security. Only specifi ed people and vehicles should be 
allowed into these areas. An example of such an area is the entrance to the cargo storage 
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area. However, post-access control differs from company to company, depending on 
the main business the company is involved in.

Post-access control of material, especially where goods are manufactured, is very 
important. The amount of raw material used in the manufacturing process should be 
controlled so that the quantity of the end product may be checked against the usage. 
It is therefore necessary to control manufactured items and off-cuts by determining 
the weight of the components and comparing that weight with the original weight of 
the raw material.

ACTIVITY 3.1

1. Name and describe the different elements of access control. Also give an example 

of each from your work environment. (12)

2. Describe the “Strategic deployment” action and provide your own example (5)

Did you remember to mention pre-access, access and post-access control? When 
discussing access control, did you remember to mention the four control actions?

If you are not comfortable with the content of this unit at any stage and are unsure 
of any facts or applications, do not hesitate to page back and reread the part you are 
uncertain of. Remember, if you experience any diffi culty in mastering this unit, do not 
hesitate to contact your lecturer.

We are now going to look at some of the technology available to assist us in doing our 
access control job effectively.

3.3 TECHNOLOGY IN ACCESS CONTROL

As stated in the introduction, technology helps us to be more effective. We have to 
remember that people are the most important link in the security chain, and technology 
is a supportive “tool”. The main components of present-day access control systems are:

 • Computers and other equipment such as card readers, printers, and tape and desk units
 • X-ray machines
 • Metal detectors
 • Magnetic detectors
 • Explosive detectors
 • Vehicle traps and barriers
 • Access authorisation and checking equipment
 • Hazardous materials detectors
 • Drug testing equipment
 • CCTV cameras at access control points, specifi cally those that video a car’s registration 

number
 • Biometrics such as retina, fi ngerprint and voice scanning, in addition to a card system

ACTIVITY 3.2

Explain the function of each aspect of access control today. (15)
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There are many types of equipment that can be used and various manufacturers of 
this equipment. The technical specifi cations of the various types of equipment can be 
found in the user’s manual for each product. Deciding what to buy is similar to buying 
a radio – you get an operator’s manual that states the output, functions and technical 
specifi cations. Similarly, when deciding which security equipment to buy, you need to 
consult the technical specifi cations of each product. The specifi cations indicate how 
to install and operate the equipment, which will help you determine which system to 
install to best meet your needs.

Let’s look at how these components function in our security environment. At this stage 
you must be wondering what an effective access control system should consist of, as 
used in a modern sophisticated security environment.

3.4 MAIN COMPONENTS, AIDS AND ACTION REQUIRED 
FOR AN ACCESS CONTROL SYSTEM

It is the duty of the security offi cer to help those who require access to any premises.

A visitor in a car wishing to access a particular premises will have to drive towards the 
entrance of the premises, press the button at the ticket slot (if there is one) or approach 
a security guard sitting at the gate with a vehicle control register log book and record the 
details of the driver and the car before the gate is opened for access or exit (see unit 8 
for further details). Once the ticket slot has issued a ticket, the boom will automatically 
open, allowing the driver into the premises. The security guard will be there to assist 
the driver should the ticket slot malfunction.

In another instance an employee or visitor to any the premises may have to pass through 
the turnstile and/or through the metal detector before gaining access. The security 
offi cial would be there to attend to any security breaches that the metal detector may 
pick up. For example, if the visitor is armed and the metal detector detects this the 
guard would be alerted. The guard would then follow the procedure for disarming the 
visitor, such as by showing him/her where the gun safe at the access control point is. 
Remember, a peace offi cer is never disarmed by security at this point.

Apart from the infrastructure and personnel, the main components of a large access 
control system are normally a computer system with its sub elements and other aids:

 • Computers
 • Identifi cation system
 • Visual inspection
 • X-ray machines
 • Dogs
 • Vehicle control

Kindly note: Detailed information will not be given on the computer, identifi cation 
system, visual inspection, x-ray machines and metal detectors. Details on this equipment 
and the way it functions will be found in SEP1505 Security Technology 1.

3.4.1 Dogs

A well-trained dog is an excellent aid in tracking down weapons, ammunition and 
explosives. Dogs are also used with great success at airports and harbours to sniff out 
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drugs and illegal items entering our country. (Detailed information on dogs can be 
obtained from 8.8.1 of Unit 8.)

3.4.2 Vehicle control

As you probably know, we have to control vehicles at places such as airports, petrol depots 
and harbours. This is necessary to ensure that weapons, ammunition and explosives 
and other illegal items are kept out of the area. This helps to prevent disasters similar 
to the one that took place on 11 September 2001 in New York.

How can we introduce vehicle control?

Control over vehicles is achieved mainly by

 • booms, such as at the entrances to shopping complexes or tollgates
 • buffer equipment, used at roadblocks or no-go areas
 • inspection pits, used at entrances to highly secured areas
 • dogs, used to sniff out explosives or drugs
 • personnel with mirrors, for the lookout for unauthorised equipment or parcels 

underneath vehicles

All aids should be utilised in a way that facilitates the fl ow of people through the control 
point. Vehicles should be able to move smoothly past the control point while effective 
control is maintained.

3.5 OPERATING THE SYSTEM
At this point we know what an access control system is, what it should achieve and what 
it consists of. Now we have to make it work. The system must be operated by properly 
trained and loyal security personnel.

Perimeter access control (access control at the primary access control points on the 
outside boundary) is one of the strongest deterrents for criminals. This is why this 
aspect must receive as much attention as possible and should function effectively. The 
outside boundary is the outer perimeter of the site, including the fi rst access control gate.

3.5.1 Access requirements for different categories of people

Company policy determines the different ways in which to handle permanent workers, 
temporary workers and visitors at the perimeter access point.

3.5.1.1 Permanent workers

Physical searches should be carried out from time to time, on both entry and exit from 
the premises. Before you carry out a physical search, you have to make sure that you 
know the rights and restrictions applicable to you as a security offi cial. The following 
hiding places on the person should be checked:

 • body crevices, including the mouth
 • on the person’s back
 • under the arms
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 • in the hands
 • in the hair
 • in the undergarments (special care should be taken when doing this in order not to 

upset the person)
 • collars of garments
 • pockets/bags
 • under belts
 • trouser legs
 • shoes
 • hard hats, crash helmets, caps

3.5.1.2 Temporary workers

A predetermined system for handling temporary workers must exist, such as a card 
system. Temporary workers may be treated either as visitors or as permanent workers.

3.5.1.3 Visitors

The approach normally followed is that visitors must have an appointment before being 
allowed to visit the company, and that security must always be notifi ed before a visit. 
To ensure that the authorisation process is properly managed, only a minimum number 
of senior staff members should authorise visits. If visitors do not have an appointment, 
you, as the security offi cial, need to help them by phoning their host and responding 
appropriately. If the host cannot see the visitor, then tell the person so in a respectful 
but fi rm manner.

A visitor to the company should provide security staff with information according 
to company policy. On arrival the visitor must complete the visitor’s register and supply 
the following particulars:

 • day and time of entering the premises
 • full name, address and telephone number
 • name of company
 • vehicle registration
 • purpose of visit
 • time of leaving the premises

As soon as a visitor has passed through the access control system, he/she is issued with 
a permit and has to follow the same search procedures as permanent workers. The host 
must accompany the visitor on the premises and afterwards hand him/her over to the 
security personnel at the access control point.

The procedures to follow at an access control point are:

(1) The person should be in a possession of an ID document or a passport.
(2) The reason for the person’s visit is established. If the reason given is valid, the 

visitor follows the process and goes to a metal detector alarm clearance.
(3) The person is now subjected to a metal detector alarm clearance.
(4) If the alarm is activated, all loose objects are removed. The person returns to the 

metal detector for alarm clearance.
(5) If the alarm is still activated, the person is physically searched.
(6) If any suspicion exists, access is denied.
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Now you know how an access control system should operate. But before it can fi nally 
be implemented, remember that it must comply with the many policies, procedures and 
legal aspects that govern the access control function.

It is also important to remember that every institution has its own policies and procedures 
to which we, as security personnel, have to adhere. This is the subject of the next section.

3.6 DOCUMENTATION
The operation of the security system is based on the existence and implementation of a 
set of written procedures. These documents consist of policy, administrative procedures, 
work procedures, and security post responsibility sheets:

 • Policy. This document covers the complete security policy and deals with sensitive 
issues such as physical searches. It must contain management’s view on security and 
clearly state their position on the importance of security to the organisation.

 • Administrative procedures. This document should deal with those aspects that 
concern the various departments, such as the initiation of the selection process, 
application for permits and removal of material from the premises.

 • Work procedures. Work procedures are specifi c to the security department. Step-
by-step details of each access control activity are given (such as the issue of permits 
and the handling of visitors).

 • Security post responsibility sheets. Each post should have a detailed responsibility 
sheet that sets out exactly what the responsibility of each person is.

3.7 CONCLUSION
Access control is a critical component of security. This is why it should be carefully 
planned and implemented. The concepts of pre-access control, access control and 
post-access control describe the three elements of access control. A system that is well 
planned, laid out in a functionally correct way, and supported by aids and well-trained 
staff offers the best chance for successful crime prevention and effective security.

This unit has equipped you to summarise and plan the entire access control function. 
You should also be able to identify and defi ne the purpose of the components and 
equipment required for access control systems.

In unit 8 we study another very important aspect of the security function, namely 
inspections, patrols and observation in more depth.

TAKE NOTE

Try to answer each self-assessment question on your own before turning to the 
assessment guide for help. If necessary, reread the relevant section of the unit and 
attempt the questions again.

3.8 SELF-ASSESSMENT EXERCISE

Using the knowledge that you have gained in this unit, describe a typical access control 
system for the organisation where you work, by providing the steps involved in the 
procedure. Discuss the access denied and permitted procedure as well. (10)
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ROUTE MAP

Use the route map below to determine where you are now and how this unit fi ts into 
the module as a whole:

Study unit 2: Introduction to basic security concepts

Study unit 3: Introduction to access control

Study unit 4: Legal aspects of security

Study unit 5: Root cause analysis for security problem identification

Study unit 6: Firearm safety measures and principles

Study unit 7: Contingency plans

Study unit 8: Implementing administrative procedures effectively

Study unit 9: Inspection, patrols and observation

REFERENCES

Study unit 1: Introduction to security at supervisory level

GLOSSARY

AIM

The aim of this unit is to introduce the security offi cial to an overview of relevant 
aspects of the country’s legislation and how they affect the provision of security services 
in South Africa.

LEARNING OUTCOMES

After studying this unit, you should be able to:

 • explain the term “Schedule 1 offence”
 • list the offences under Schedule 1
 • list the elements of selected crimes
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 • identify the parts of the Constitution of the Republic of South Africa, 1996, that 
affect security

 • identify the parts of the Criminal Procedure Act 51 of 1977 that affect security
 • explain the grounds of justifi cation
 • explain consent and its legal requirements
 • explain conduct
 • explain proscription
 • list the basic principles of searching techniques

4.1 INTRODUCTION
Security offi cials should at all times follow their contract of employment when carrying 
out their duties. However, in performing their duties they should also consider the 
provisions and requirements of the various laws (legislation) of the country, particularly 
where they have an impact on security services. In this unit we will look at aspects of 
the law relevant to security.

4.2 SCHEDULE 1 OFFENCES
Schedule 1 offences are serious offences which carry a heavy penalty (punishment by 
either a prison sentence or a fi ne) upon conviction, that is, upon being found guilty in 
a court of law.

Examples of Schedule 1 offences are

 • theft
 • robbery
 • fraud
 • rape
 • assault (grievous bodily harm)
 • arson
 • malicious damage to property
 • trespass
 • receiving stolen property knowing it to have been stolen
 • kidnapping
 • murder
 • pointing a fi rearm
 • corruption
 • escape from custody
 • high treason
 • bestiality
 • sodomy
 • forgery and uttering
 • housebreaking with intent to commit a crime
 • sedition
 • possession of a dangerous weapon
 • offences relating to the coinage
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4.3 ELEMENTS OF CRIME

This section identifi es the elements (characteristics) of selected crimes.

4.3.1 Murder

Murder is the unlawful intentional killing of another person. Based on this defi nition, 
the four essential elements of murder, according to Milton (1996:320), are

 • unlawfulness
 • the intention to kill
 • the act of killing
 • the death of another person

4.3.2 Culpable homicide

Culpable homicide is the negligent killing of another person. Based on this defi nition, 
the three essential elements of culpable homicide, according to Milton (1996:373), are

 • negligence
 • the act of killing
 • the death of another person

ACTIVITY 4.1

A delivery truck hits and kills a cleaner who was busy sweeping the factory floor. 
What crime has been committed?

4.3.3 Rape

Rape is unlawful sexual intercourse with another person without his/her consent. Based 
on this defi nition, the essential elements of rape are

 • unlawfulness
 • sexual intercourse with another person
 • the lack of consent
 • mens rea

According to Geldenhuys (1992:24), mens rea is a blameworthy state of mind or criminal 
intent.

Section 3 of the Criminal Law (Sexual Offences and Related Matters) Amendment Act 
32 of 2007 states: “Any person (‘A’) who unlawfully and intentionally commits an act 
of sexual penetration with a complainant (‘B’), without the consent of B, is guilty of 
the offence of rape.”

4.3.4 Indecent assault

Milton (1996:470) gives the essential elements of indecent assault as follows:

 • an assault
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 • unlawfulness
 • indecent nature
 • mens rea

4.3.5 Theft

Milton (1996:585) gives the essential elements of theft as follows:

 • unlawfulness
 • contrectatio
 • the intent to steal
 • property capable of being stolen

According to Snyman (1989:469), contrectatio refers to “the act, which generally meant some 
physical handling of the property, which almost invariably involved at least touching it”.

4.3.6  Receiving stolen goods knowing them to be stolen

According to Milton (1996:666), the following are the essential elements of receiving 
stolen goods knowing them to have been stolen:

 • unlawfulness
 • receiving possession
 • stolen property
 • mens rea

ACTIVITY 4.2

You are a security official working in a factory where television sets are manufactured. 
One employee by the name of Peter, who works with Paul in the production department, 
has informed you that a man called Jack, who works for a nearby company, had asked 
Paul to steal a 74 cm television set for him, offering to pay Paul R400 for his pains. 
Subsequently, during one of your patrols, you caught Paul red-handed when he was 
in the act of passing the television set over the wall to Jack.

If the television set was still in Paul’s hands after Jack ran away, what crime 
was committed? Why do you say so?

If you had caught Jack immediately after he had been given the television set, what 
crime would have been committed? Why do you say so?

4.4 GROUNDS OF JUSTIFICATION
The grounds of justifi cation refer to the reasons or conditions for regarding an unlawful 
act as justifi ed. It should be borne in mind that each ground of justifi cation has its own 
limitations. If these limitations are exceeded, the act will be unlawful.

The grounds of justifi cation we will look at below are:

 • private defence
 • necessity
 • action in an offi cial capacity
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4.4.1 Private defence

Private defence refers to an action taken by a person to defend himself (and possibly 
any innocent bystander nearby). Under these circumstances the act is considered to be 
lawful, even if force is used (and possibly deadly force) to repel an unlawful attack. This 
attack may already have begun or may be imminent, and is an attack that threatens 
harm to the life, bodily integrity, property or other interests of either the defender or 
another person.

EXAMPLE

Two employees were fighting in a factory, and one drew a knife with the intention 
of stabbing the other. A security official happened to see this attack unfolding. He 
quickly took out his baton stick and warned the man with the knife that if he did not 
stop the attack and give up the knife, he (the security official) would strike him hard 
with the baton stick.

4.4.2 Necessity

Necessity arises when a person has to perform an unlawful act in order to avoid certain 
negative consequences. In such a situation, one needs to weigh up the act and the 
consequences in order to decide whether the course of action is necessary.

EXAMPLE

You are a security official at a factory. You are surprised by two unknown armed 
people on the premises. They point a firearm at you and instruct you to lead them to 
the safe where the money is kept.

On your arrival at the safe they tell you to force it open for them, otherwise they will 
shoot you. You do as they instruct and thus perform an unlawful act to avoid being 
killed.

4.4.3 Action in an official capacity

Acting in an offi cial capacity refers to the performance of an unlawful act in the line 
of duty.

EXAMPLE 

A clerk of court will not be charged with being in unlawful possession of drugs if he/
she has the drugs in his/her possession as an “exhibit” in court (Snyman 1995:122).

ACTIVITY 4.3

Show your understanding of the grounds of justification by giving your own examples 
for the following:

 • private defence

 • action in an official capacity

 • necessity
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4.5 GENERAL LEGAL PRINCIPLES

In this section we will defi ne the concepts of proscription and conduct, which are 
important in determining what counts as a crime.

4.5.1 Proscription

Snyman (1995:60) states that “one may explain the ‘defi nition of proscription’ as 
follows: All the legal provisions creating crimes may be reduced to the following simple 
formula: ‘whoever does ‘A’, commits a crime’. In this formula ‘A’ is the defi nition of the 
proscription of the particular crime.”

4.5.2 Conduct (act or omission)

According to Snyman (1995:49), the fi rst general requirement of any crime is that there 
must be either the commission of an “act” (that is, someone did something to someone 
else) or an “omission” (someone neglected to do something to someone else – that is, 
left it out or omitted it).

Snyman further states that the “act” means the “type of act described in the defi nition of 
proscription”. An act is sometimes referred to as “positive conduct”, whereas commission 
and omission are referred to as “negative conduct” or “failure to act”.

4.6 CRIMINAL PROCEDURE ACT 51 OF 1977

Here we will look at some key provisions of the Criminal Procedure Act 51 of 1977 that 
have implications for the work of security offi cials.

4.6.1 Section 23: Search of an arrested person and seizure of an article

Section 23 states the following:

(1) On the arrest of any person, the person making the arrest may:

(a)  if he is a peace offi cer, search the person arrested and seize any 
article referred to in section 20 which is found in the possession of 
or in the custody or under the control of the person arrested, and 
where such peace offi cer is not a police offi cial, he shall forthwith 
deliver any such article to a police offi cial; or

(b)  if he is not a peace offi cer, seize any article referred to in section 20 
which is in the possession of or in the custody or under the control 
of the person arrested and shall forthwith deliver any such article 
to a police offi cial.

(2)  On the arrest of any person, the person making the arrest may place in 
safe-custody any object found on the person arrested and which may be 
used to cause bodily harm to himself or others.
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The above section empowers peace offi cers to search persons only after they have 
arrested them.

TAKE NOTE

 • “Peace officers” include police and justice officials, members of the correctional 
(prison) services and magistrates.

 • Security officials are not peace officers. However, they can perform arrests as private 
persons in terms of section 42 of the Criminal Procedure Act 51 of 1977. 

4.6.2 Section 24: Search of premises

Section 24 states as follows:

Any person who is lawfully in charge or occupation of any premises and who 
reasonably suspects that stolen stock or produce, as defi ned in any law relating 
to the theft of stock or produce, is on or in the premises concerned, or that any 
article has been placed thereon or therein or is in the custody or possession of any 
person upon or in such premises in contravention of any law relating to intoxicat-
ing liquor, dependence-producing drugs, arms and ammunition or explosives, 
may at any time, if a police offi cial is not readily available, enter such premises 
for the purpose of searching such premises and any person thereon or therein, 
and if any such stock, produce or article is found, he shall take possession thereof 
and forthwith deliver it to a police offi cial.

4.6.3 Section 29: Search to be conducted in a decent and orderly manner

Section 29 states the following:

A search of any person or premises shall be conducted with strict regard to decency 
and order, and a woman shall be searched by a woman only, and if no female police 
offi cial is available, the search shall be made by any woman designated for the purpose 
by a police offi cial.

TAKE NOTE

 • “Decency” applies to the searching of people.

 • “Orderly” applies to the searching of goods and other objects, such as a house or 
a vehicle.

4.6.3.1 Basic principles of search techniques

The following rules should apply when searching vehicles, people, containers and 
buildings:

 • Ask the person you are searching to identify himself or herself.
 • Ask for the consent of the occupants of the house or vehicle before conducting a 

search there.
 • Ask the persons you search whether they are in possession of any company property; 

if so, let the person declare it.
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 • Search only for what you have consent to search for.
 • Search systematically and thoroughly, that is, step by step.
 • Place yourself in the position of the person being searched and determine where you 

might hide stolen goods or objects (such as company property).
 • Always be alert for any possible attack while you are searching.
 • Vehicles are thoroughly searched mainly if there is a reasonable suspicion that they 

are transporting illegal items (for example, explosives or stolen items). It must be 
remembered that it takes a lot of time to search vehicles properly.

 • Remember, too, that a search should always be conducted in accordance with the 
Criminal Procedure Act.

 • When searching, look for unauthorised items such as drugs, explosives, weapons, 
knives, precious metals, stolen property or any other suspicious objects.

 • Always have a witness present when conducting a search.

TAKE NOTE

“Consent” refers to the permission requested from someone else (such as a vehicle 
driver or house occupier) by the person who needs to conduct a specific activity or 
act (such as to search).

4.6.3.2 Legal requirements for consent

The law stipulates the following requirements for consent:

 • The consent should be requested before a search is undertaken.
 • The consent should be given voluntarily. (Never threaten a person when asking for 

their consent.)
 • The person giving consent should be capable of doing so (be competent). The person 

must not be a child or mentally disturbed or under the infl uence of liquor or drugs.
 • The person giving consent should be fully aware of the consequences of giving the 

requested consent.
 • The consent should not be contrary to public morals. For example, it would be 

improper for a female security offi cial to ask for consent to search a male employee 
(and vice versa), and the consent would be invalid.

 • The search should be conducted only within the area (vehicle or premises) for which 
the consent is given.

ACTIVITY 4.4

A typical exam question (the scenario may change)

You are a security official posted at the main gate of the company’s premises. It is late 
afternoon and employees are coming off duty. Your company manufactures precious 
metals. You have been instructed to search all employees leaving the premises 
thoroughly, including their vehicles, to see if they are in unauthorised possession of 
any company property or goods. Describe the basic search techniques and procedures 
you would follow in order to conduct your searches.
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4.6.4 Section 39: Manner of effecting an arrest

Section 39 of the Criminal Procedure Act states the following:

(1) An arrest shall be effected with or without a warrant and, unless the person to 
be arrested submits to custody, by actually touching his body or, if the circum-
stances so require, by forcibly confi ning [restraining] his/her body.

(2) The person effecting an arrest shall, at the time of effecting the arrest, inform 
the arrested person of the cause of the arrest or, in the case of an arrest effected 
by virtue of a warrant, upon demand of the person arrested hand him a copy 
of the warrant.

(3) The effect of an arrest shall be that the person arrested shall be in lawful cus-
tody and that he shall be detained in custody until he is lawfully discharged or 
released from custody. 

4.6.5 Section 42: Arrest by a private person without a warrant

Section 42 of the Act states the following:

(1) Any person may without a warrant arrest any person – 

(a) who commits or attempts to commit in his presence or whom he reason-
ably suspects of having committed an offence referred to in Schedule 1;

(b) whom he reasonably believes to have committed any offence and to be 
escaping from and to be freshly pursued by a person whom such private 
person reasonably believes to have authority to arrest that person for that 
offence;

(c) whom he is by any law authorized to arrest without warrant in respect of 
any offence specifi ed in that law;

(d) whom he sees engaged in an affray [scuffl e, fi ght, brawl or disturbance].

(2) Any private person who may without warrant arrest any person under subsection 
(1)(a) may forthwith [immediately and without delay] pursue that person, and 
any other private person to whom the purpose of the pursuit has been made 
known, may join and assist therein.

(3) The owner, lawful occupier or person in charge of property on or in respect 
of which any person is found committing any offence, and any person author-
ized thereto by such owner, occupier or person in charge, may without warrant 
arrest the person so found.

ACTIVITY 4.5

You are patrolling the company’s premises and you see a visitor stealing a laptop 
from an open, unoccupied office (the usual occupant has gone out for a short while). 
What would you do?

4.6.6 Section 47: Private persons to assist in an arrest when called upon

Section 47 states the following:

(1) Every male inhabitant of the Republic [of South Africa] of an age not below 
sixteen and not exceeding sixty years shall, when called upon by any police 
offi cial to do so, assist such police offi cial in:
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(a) arresting any person;
(b) detaining any person so arrested.

(3) Any person who, without suffi cient cause, fails to assist a police offi cial as 
provided in subsection (1), shall be guilty of an offence and liable on convic-
tion to a fi ne not exceeding R300 or imprisonment for a period not exceeding 
three months.

ACTIVITY 4.6

You are the only security official posted at a research laboratory. You want to arrest a 
man who has just delivered some items to your company, since you saw him stealing 
gold samples from the laboratory (the people in the laboratory did not notice this as 
they were too busy working). However, the man is physically so well built that you are 
afraid to confront him. Explain what you would do to get the man arrested.

4.6.7 Substitution of section 49 of the Criminal Procedure Act 51 of 1977 by 
the Judicial Matters Amendment Act 122 of 1998

The following section of the Judicial Matters Amendment Act 122 of 1998 is substi-
tuted for section 49 of Criminal Procedure Act 51 of 1977:

Use of force in effecting an arrest

49 (1)  For the purposes of this section –

(a) “arrestor” means any person authorised under this Act to arrest or to assist 
in arresting a suspect; and

(b) “suspect” means any person in respect of whom an arrestor has or had 
a reasonable suspicion that such person is committing or has committed 
an offence.

(2) If any arrestor attempts to arrest a suspect and the suspect resists the attempt, 
or fl ees, or resists the attempt and fl ees, when it is clear that an attempt to 
arrest him or her is being made, and the suspect cannot be arrested without 
the use of force, the arrestor may, in order to effect the arrest, use such force 
as may be reasonably necessary and proportional in the circumstances to 
overcome the resistance or to prevent the suspect from fl eeing: Provided 
that the arrestor is justifi ed in terms of this section in using deadly force that 
is intended or is likely to cause death or grievous bodily harm to a suspect, 
only if he or she believes on reasonable grounds –

(a) that the force is immediately necessary for the purposes of protecting the 
arrestor, any person lawfully assisting the arrestor or any other person 
from imminent or future death or grievous bodily harm;

(b) that there is a substantial risk that the suspect will cause imminent or 
future death or grievous bodily harm if the arrest is delayed; or

(c) that the offence for which the arrest is sought is in progress and is of a 
forcible and serious nature and involves the use of life threatening violence 
or a strong likelihood that it will cause grievous bodily harm.
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4.7 THE CONSTITUTION OF THE REPUBLIC OF SOUTH 
AFRICA, 1996

The Constitution is the supreme law of the land. The following parts of the Constitution 
affect the functions of all security offi cials while performing their daily tasks.

Figure 1: The ideal of justice for all

4.7.1 Section 7: Rights

Section 7 of the Constitution states the following:

(1) This Bill of Rights is the cornerstone of democracy in South Africa. It enshrines 
the rights of all people in our country and affi rms the democratic values of 
human dignity, equality and freedom.

(2) The state must respect, protect and fulfi l the rights in the Bill of Rights [Chapter 
2 of the Constitution of the Republic of South Africa].

(3) The rights in the Bill of Rights are subject to limitations contained or referred 
to in section 36, or elsewhere in the Bill.

4.7.2 Section 10: Human dignity

Section 10 of the Constitution states: “Everyone has inherent dignity and the right to 
have their dignity respected and protected.”

4.7.3 Section 11: Life

Section 11 states: “Everyone has the right to life.”

4.7.4 Section 14: Privacy

Section 14 states the following:

Everyone has the right to privacy, which includes the right not to have –

(a) their person or home searched;
(b) their property searched;
(c) their possessions seized; or
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(d) the privacy of their communications infringed.

4.7.5 Section 36: Limitation of rights

Section 36 states the following:

(1) The rights in the Bill of Rights may be limited only in terms of law of general 
application to the extent that the limitation is reasonable and justifi able in an 
open and democratic society based on human dignity, equality and freedom, 
taking into account all relevant factors, including:

(a) the nature of the right;
(b) the importance of the purpose of the limitation;
(c) the nature and extent of the limitation;
(d) the relation between the limitation and its purpose; and
(e) less restrictive means to achieve the purpose.

(2) Except as provided in subsection (1) or in any other provision of the Constitu-
tion, no law may limit any right entrenched in the Bill of Rights.

ACTIVITY 4.7

A typical examination question (the scenario may change)

You are a security supervisor in a factory that manufactures precious metals. You 
see an employee carrying a suspicious parcel walking to the change rooms, where 
he puts it in his locker. You call your colleague with the intention of searching the 
employee and his locker. The employee argues that the supreme law of the land 
says the employee has the right not to be searched. He asks: “Who do you think you 
are?” Describe what you would do to have this employee and his locker searched.

4.8 CONCLUSION
You have learnt how certain legal aspects of the law (legislated Acts) in the country 
impact on and infl uence various functions of security offi cials. As a security offi cial, 
you should work strictly within the law and abide by (stick to) the company’s rules 
when carrying out your functions. There is always a link between the various pieces of 
legislation (Acts) and the various workplace functions.

4.9 SELF-ASSESSMENT EXERCISE
(1) List twenty Schedule 1 offences. (10)
(2) List and describe three grounds of justifi cation. (9)
(3) Explain, by making use of the elements of crime, the difference between murder 

and culpable homicide.  (4)
(4) List the basic searching techniques. (7)
(5) When can a security offi cial rely on “private defence”? (3)
(6) What is the basis for the security offi cial’s powers of arrest? (Quote the relevant 

section of the Criminal Procedure Act 51 of 1977 in full.)  (5)
(7) You are working for a cigarette manufacturing company. The employees are 

permitted to smoke as much as they please. You are tipped off by one employee 
that some employees have a few cartons of cigarettes stashed away in their lock-
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ers. The company rule (policy) on this matter, signed by all, is clear and state that 
the employees can smoke only in the designated smoking area of the company 
premises, and should not hide the cigarettes in lockers or on their person. 
Furthermore, they are not allowed to take them home. The supervisor is responsible 
for placing cigarettes for everyone’s use in a big box in the smoking area.

(a) Quote section 14 of the Constitution of the Republic of South Africa, 
1996. (5)

(b) Quote section 36 of the Constitution of the Republic of South Africa, 1996. (5)
(c) How do you relate the two above sections to one another?  (6)
(d) Quote section 24 of the Criminal Procedure Act 51 of 1977.  (5)
(e) From the scenario outlined above, state the company rule on smoking on com-

pany premises. (5)
(f) In this situation, as a security offi cial, what would your reaction be? (5)

4.10 SELF-ASSESSMENT GUIDE
(1) See section 10.2.
(2) See section 10.4.
(3) Refer to section 10.3.
(4) Refer to section 10.6.
(5) See section 10.4.
(6) See section 10.6.
(7) See section 10.7.
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ROUTE MAP

Use the route map below to determine where you are now and how this unit fi ts into 
the module as a whole:

Study unit 2: Introduction to basic security concepts

Study unit 3: Introduction to access control

Study unit 4: Legal aspects of security

Study unit 5: Root cause analysis for security problem identification

Study unit 6: Firearm safety measures and principles

Study unit 7: Contingency plans

Study unit 8: Implementing administrative procedures effectively

Study unit 9: Inspection, patrols and observation

REFERENCES

Study unit 1: Introduction to security at supervisory level

GLOSSARY

AIM

The aim of this unit is to examine the secondary symptoms and primary causes of 
security problems (risks), in order to identify effective SRC measures.

LEARNING OUTCOMES

After working through this unit, you should be able to:

 • differentiate between the concepts “root cause analysis” and “decision making”
 • explain the relationship between causes and symptoms of security problems
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5.1 INTRODUCTION

As an experienced security manager, you will have to identify the primary and secondary 
causes of risks and security weaknesses (problems). This is before you can make a decision 
as to what specifi c SRC measures you are going to recommend to your manager and, 
if approved, to implement and maintain, in order to manage the identifi ed security 
weaknesses and risks.

This unit focus mainly on the analysis of sources of security weakness.

In many instances, you will be confronted with visible security problems that are merely 
the symptoms of other invisible and more serious primary causes. When you encounter 
a risk or security weakness, you will have to ask yourself the following question: “What 
is the primary or root cause of the risk or security weakness?” It does not help to rectify 
a symptom when the primary cause of the problem is left untreated.

5.2 KEY CONCEPTS

The two key concepts of root cause analysis and decision-making are of central importance 
in this unit.

5.2.1 Root cause analysis

Root cause analysis means searching for or fi nding the basic or initial cause of a problem. 
For example, if one suffers from severe headaches, simply taking a painkiller is not 
usually an effective long-term solution. The cause of the headaches should be established 
and treated. The cause may be high blood pressure, which requires proper treatment, 
rather than relying on pain medication. Similarly, the cause of a toothache may be an 
abscess beneath the tooth; therefore removing the tooth would not necessarily heal the 
underlying infection.

Root cause analysis therefore means the identifi cation and examination of the basic or 
original cause of a problem or situation. It is the basic or original factors that give rise to 
a secondary problem. In the context of this unit, root cause analysis refers to identifying 
and examining the basic causes of security risks or security weaknesses.

5.2.2 Decision-making

Smit and Cronje (1999:169) defi ne decision-making narrowly as “a choice between two 
or more alternatives”. It is important when submitting a report to your manager to make 
more than one recommendation.

Decision-making is a central part of the planning (management) process. Risk management 
decisions are often made under conditions of uncertainty as regards both the probability 
and the impact (fi nancial consequences) of risk.

Uncertainty also exists regarding the anticipated fi nancial benefi ts to be achieved by 
implementing SRC measures. Note that decision-making will be dealt with in more 
depth during your studies on management.

The following steps should be followed in the decision-making process:
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Step 1: Identifying the problem

Step 2: Gathering information

Step 3: Identifying and evaluating all the alternatives

Step 4: Making the correct decision

Step 5: Implementing the decision

Step 6: Evaluating the results

5.2.2.1 Identifying a problem

STEP 1

The fi rst step in the decision-making process is the identifi cation of a problem or an 
opportunity. For example, what are the reasons behind the high crime levels in South 
Africa, or why was a security gate left unlocked by a security offi cial? Furthermore, how 
can these problems be rectifi ed (fi xed)?

ACTIVITY 5.1

In your own words, list what you think are three important causes of crime in South 
Africa. Also name three good things that you believe exist in our society at the moment. 
For example, on the one hand there is the current violence in our schools, and on 
the other hand there is the fact that South Africa hosted the Africa Cup of Nations 
(AFCON) soccer tournament from 18 January 2013.  (6)

ACTIVITY 5.2

In your own words, provide three examples of security problems, for example, the 
door to the security control room may be left open due to an untrained and ill-informed 
security official being employed for the first time in the control room. Also name 
possible solutions to the problems.  (6)

5.2.2.2 Gathering information

STEP 2

Gathering information is the second step in the decision-making process. All relevant 
available information should be gathered and submitted to management. It is on the 
basis of this information that managers are placed in a position to make objective and 
sound decisions.

The information regarding SRC measures can be gathered from criminals, witnesses of 
crimes, undercover agents, investigators, insurance assessors, academics, the internet, 
your colleagues, top management, and suppliers of security equipment and technological 
aids and books.

Remember, decisions regarding risks and security weaknesses are often made in 
conditions of uncertainty as not all the information required is available.
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ACTIVITY 5.3

In your own words, give three examples of sources of information that you would 
access in your own working or private environment. Information from these sources 
is required so that you can make an effective decision.  (3)

5.2.2.3 Identifying and evaluating alternative decisions or solutions

STEP 3

At this point various decisions or solutions have to be identifi ed and evaluated, and 
alternative courses of action decided on. These courses of action must then be evaluated 
in order to anticipate the results that should be achieved by particular decisions. Money 
normally plays the most important and decisive role when various alternatives are 
considered. The best option or alternative is then selected.

For example, where a company is confronted by the risk of burglary, the top management 
of the company may decide to implement one or more of the following SRC measures:

 • appoint contract security guards
 • fi t the premises with electronic alarms
 • take out a contract with an alarm response company
 • move the company’s premises to a more secure location
 • move valuable assets to a more secure location
 • mark the organisation’s movable assets more prominently so that the street value of 

the assets (goods) is reduced

ACTIVITY 5.4

You are a security supervisor in your organisation. If unemployed, choose an example 
of your own, such as a supermarket that you visit. You are confronted with the problems 
mentioned below. In your own words, state what decisions you would recommend to 
your top management in order to rectify each of the security weaknesses (problems) 
identified in the list below.

Problems:

 • You identify a hole in a fence.
 • You see staff members taking laptop computers off the company premises.
 • Staff members swear at security members who want to search them.
 • You see valuable equipment left unattended by staff members.
 • You identify a CCTV screen that is not working.
 • You notice lots of unemployed people loitering in the street in front of your company’s 

premises. Some of these people appear suspicious to you in that they are keeping a 
watch on the security activities.  (6)

ACTIVITY 5.5

Reflect on the term “decision-making” and identify the various steps taken to arrive 
at a decision in a security context.
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5.3 ROOT CAUSE ANALYSIS FOR PROBLEM IDENTIFICATION
Bear in mind the following examples of primary causes of security weaknesses:

 • a lack of top management commitment to and support for security risk control 
measures

 • weak top management control measures, for example, not wanting to implement 
recommended fi nancial risk control procedures or asset control measures; or not 
wanting to fi re people who are caught stealing company property

 • weak middle management who do not enforce security control policies and procedures
 • the existence of a criminal element in various levels of management
 • the lack of an organisational security policy in the organisation for example, no 

appointment policy and vetting procedures to be complied with, and inadequate or 
no security screening of staff members

 • ineffective security procedures, such as poor asset removal procedures
 • a shortage of capital (money available in the budget)
 • an incompetent (poorly trained) or unmotivated security manager, security staff and 

contract security guards
 • uncooperative staff members, lacking security awareness or commitment to protecting 

the organisation’s assets
 • poor staff selection criteria
 • weak or outdated technological aids, such as old cameras in the control room
 • poor, run-down physical security measures such as old fences, rusted locks and 

outdated security procedures caused by lack of maintenance
 • poor geographical situation (the premises may be situated in a high-crime area)
 • neighbours who do not contribute to security measures, so that boundary fences 

remain dilapidated
 • old or overcrowded premises
 • the presence of a sophisticated criminal element (organised crime syndicate operating 

in the area or even within the organisation concerned)
 • greedy managers who do not want to spend money on security measures

Table 5.1 lists various examples of symptoms of security weaknesses, their primary 
causes and their solutions. To rectify security weaknesses in your practical work situation, 
you need to examine them critically, as you will fi rst have to determine their basic or 
primary cause.

Table 5.1:  Symptoms and primary causes of and solutions to security weaknesses

Symptoms Primary causes SRC measures 
(solutions)

Fraud in the buy-
ing department of an 
organisation

 • lack of management 
fi nancial control 
measures

 • lack of a fraud 
prevention programme

 • reviewing and 
upgrading all fi nancial 
management policies, 
control measures and 
procedures

 • introducing a 
fraud prevention 
programme

 • implementing a 
proper computer-
based incident supply 
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Symptoms Primary causes SRC measures 
(solutions)

An unlocked security lock 
hanging on an open gate

 • lack of proper 
supervision

 • lack of proper lock-up 
procedures

 • upgrading standard 
operating (locking) 
procedures

 • providing effective 
training for 
supervisors

 • examining 
the commitment and 
morale of security 
managers

Theft of goods from a 
parked train

 • a siding where trains 
stop on an incline 
next to an area where 
a large number of 
unemployed people 
are

 • moving the siding to 
a more secure venue

Theft of goods from a 
warehouse

 • a fl aw in the 
management of stock 
control measures

 • the auditing of stock 
control measures

Theft of vehicle parts 
from fl eet vehicles that 
are parked overnight

 • ineffective security 
lighting causing 
many dark areas 
along sections of the 
perimeter fence

 • rectifying security 
lighting and installing 
correctly spaced 
energy-effi cient 
lighting

Security patrols not being 
properly conducted

poor supervision, insuf-
fi cient security offi cials 
on duty or security of-
fi cials being incorrectly 
deployed

 • conducting a security 
survey exercise.

 • reviewing training 
needs

 • reviewing staff morale
 • reviewing 

communication 
channels from 
security management 
to staff members, 
security guards and 
top management

Asset removal procedures 
not being complied with

 • poor management 
control measures 
or the failure to 
implement existing 
measures

 • conducting a 
security survey and 
submitting a report to 
management
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Symptoms Primary causes SRC measures 
(solutions)

Theft of confi dential 
documents from the 
deeds registry

 • door to the registry 
where confi dential 
documents are stored 
not kept closed and 
locked

 • understaffi ng
 • poor security 

procedures
 • a lack of technological 

aids
 • poor motivation on 

the part of security 
staff

 • conducting a security 
survey of the registry 
and submitting a 
report to your client 
for the improvement 
of identifi ed security 
weaknesses

Vehicles not being 
properly searched

 • poor training
 • insuffi cient security 

offi cials
 • poor supervision
 • ergonomic factors 

such as the non-
availability of 
a stepladder, 
weighbridge or 
searching pit

 • conducting a security 
survey of the total 
access control 
function

 • checking the 
equipment

 • available for security 
managers, for example, 
the availability of a 
suitable stepladder for 
security offi cials to 
see the inside of large 
trucks; or the presence 
of properly mounted 
cameras

ACTIVITY 5.6

You are the security manager of a large gold mine, North Deep. The mine is experiencing 
numerous small losses as a result of the petty theft of the mine property. You recently 
conducted a security audit of the whole organisation. The security weaknesses that 
you identified include the following:

 • The security department does not seem to be functioning properly.

 • Staff members are not cooperating with the security department.

 • Cases of theft are not being reported, and staff members refuse to make statements 
to the security department or identify the perpetrators of some of the thefts, whom 
they know.

 • Locks are left unlocked.

 • Staff members remove tools from the premises without the required permission to do 
private work at home over weekends. These tools are often never returned.

 • Staff members keep company vehicles at home after hours without an adequate 
reason.

 • CCTV screens in the security control room do not work.
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 • The boom to the premises at the access control point is out of order. You reflect on 
the situation. You cannot seem to put your finger on the primary cause of the problem. 
Indicate, in your own words, five underlying reasons for the losses concerned.    (5)

5.4 CONCLUSION
The primary purpose of security is to provide effective security solutions to crime risks. 
If ineffective and expensive SRC measures are to be avoided, it is vital to identify the 
primary or actual causes of security weaknesses.

SRC measures should not be implemented on an individual or ad hoc basis that is, as 
each security weakness is separately identifi ed.

Once you have identifi ed the actual causes of identifi ed security weaknesses, the next 
step is to identify effective SRC measures. These security measures should eliminate 
or reduce the identifi ed security weaknesses. The various classes of SRC measures or 
solutions to problems that are available to you will be dealt with in the next study unit.

5.5 FEEDBACK ON THE ACTIVITIES
Remember that you are not permitted to merely copy the answers out of your study unit 
word for word. Your answers must be written in your own words.

ACTIVITY 5.7

Causes of crime in South Africa that you could have mentioned are high unemployment, 
poor education, a weak criminal justice system, a division between the rich and the 
poor, weak security measures, and inadequate staff selection procedures. (3)

Three good things in our society that you may have mentioned are our Constitution 
and human rights (such as freedom of speech), South Africans’ love of sport, the 
World Cup soccer championships, the lack of war, and the increasing development 
of the country.   (3)

ACTIVITY 5.8

Security problems could include such things as a lack of commitment to security by 
top management, a high rate of internal thefts by staff members, outdated security 
technological aids, and old perimeter fencing.  (3)

Three solutions could be the creation of a security advisory committee through which 
the security department can communicate with managers; the purchasing of new 
security equipment, including new CCTV cameras; and the upgrading of security 
procedures.  (3)

ACTIVITY 5.9

Sources of information could include the internet, your colleagues, the suppliers of 
security equipment, managers, criminals and the community where crime actually 
takes place.  (3)
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ACTIVITY 5.10

Obtain management’s commitment to and support for the security function; have the 
hole in the fence repaired by the maintenance department; have security procedures 
reviewed and then enforced; submit a report on the security weaknesses to your 
responsible manager; and follow up on the report.  (6)

ACTIVITY 5.11

Steps in the decision-making process:

Step 1:  I would find out exactly what the security problem was. This would include 
establishing what the causes and symptoms of the problem are.  (1)

Step 2:  I would then speak to my colleagues and the suppliers of security equipment, 
and gather all the relevant facts.  (1)

Step 3: At the monthly meeting of members on my shift, I would consider and evaluate 
all the alternative SRC measures and options available to me.  (1)

Step 4:  I would then make a decision and submit my recommendation to my top 
manager.  (1)

Step 5:  Once my manager has approved my recommendation, I would ensure that 
the SRC measures that are approved are implemented.  (1)

Step 6:  I would then evaluate the security measures to ensure that they are effective 
in providing the required degree of protection. (1)

ACTIVITY 5.12

Underlying reasons for the losses at the mine could include the following (you had 
to suggest five reasons):

 • the lack of management commitment to the security function in the organisation

 • the weak selection of security officials

 • poor training of security officials, leading to the ineffective implementation of SRC 
measures

 • lack of money available in the budget for new SRC measures

 • new people at the neighbouring premises, who have brought a criminal element (such 
as a crime syndicate) with them

 • an incompetent security manager

 • underpaid and unmotivated staff members (5)
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ROUTE MAP

Use the route map below to determine where you are now and how this unit fi ts into 
the module as a whole:

Study unit 2: Introduction to basic security concepts

Study unit 3: Introduction to access control

Study unit 4: Legal aspects of security

Study unit 5: Root cause analysis for security problem identification

Study unit 6: Firearm safety measures and principles

Study unit 7: Contingency plans

Study unit 8: Implementing administrative procedures effectively

Study unit 9: Inspection, patrols and observation

REFERENCES

Study unit 1: Introduction to security at supervisory level

GLOSSARY

AIM

In this unit we will discuss the very important aspect of fi rearms safety. In the course 
of your career as a security offi cial, you will undoubtedly be in the possession of, or 
be responsible for, fi rearms. This unit provides guidelines on effective safety measures 
and principles.

LEARNING OUTCOMES

After studying this unit, you will be able to

 • implement the applicable safety measures
 • discuss and implement the principles for the safe possession and handling of 
fi rearms
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 • list and discuss the general causes of shooting incidents
 • implement fi rearm awareness procedures

6.1 INTRODUCTION

As a security offi cial, you will come into contact with fi rearms. In some cases you will 
be in possession of or own them, and in other cases you will be responsible for their 
safekeeping and safe handling by your personnel. Possibly the most important aspect 
when discussing fi rearms is the skills that people should possess in using them. 
These skills can be acquired only by thorough training.

In this unit we will not concentrate on training, as this will be covered during your 
practical training. Safety is the other very important aspect when considering fi rearms. 
Therefore, we will concentrate on the various safety aspects that you will have to know 
about and the related safety measures that you will have to apply when doing your job.

For more information on fi rearm regulations and legislative requirements, refer to the 
Firearms Control Act 60 of 2000 and the Private Security Industry Regulation Act 56 
of 2001 regarding the use of fi rearms.

6.2 SAFETY MEASURES

We will now discuss those general safety measures that must always be carefully followed 
when fi rearms are handled.

Note that fi rearms differ in type, calibre, size and handling instructions. There are 
specifi c details for every type of fi rearm, but the following general measures are always 
applicable:

 • A fi rearm may never be handed from person to person unless it has been secured and 
inspected. (“Secured” means there are no rounds either in the chamber or attached 
by means of a magazine, and the fi rearm’s safety catch is in the “safe” position, 
preventing it from being fi red.)

 • A fi rearm should always be secured at the following times:

 – before it is handed over
 – after it is received
 – before it is cleaned
 – after shooting practise or a training session
 – when it is handled for the fi rst time
 – as soon as it is withdrawn from the holster
 – before it is taken to the shooting range

 • A fi rearm should always be carried in a holster unless it is taken out for a specifi c 
purpose.

 • A cocked fi rearm may never be carried or put into a holster.
 • While the fi rearm is out of the holster and in the hand but not being used, it must be 

carried in the rest position. (“Rest position” means the barrel should point towards the 
ground at a 45° angle or in such a direction that it does not put anybody in danger.)

 • Never play with a fi rearm and never press the trigger unnecessarily, even when it 
is secured.
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 • A fi rearm cannot be considered safe when the magazine is removed. It is safe only 
when it has been secured as well.

 • Firearms and ammunition must always be stored separately. Different calibres and 
types should also be separated.

TAKE NOTE

Because of the importance of the safe and responsible handling of firearms, specific 
laws exist in our society that spell out in great detail what measures must be taken for 
the safekeeping of firearms. They also spell out the circumstances that must prevail 
for the use of firearms by citizens, security personnel and the Police Service.

Let’s summarise what we have discussed so far:

 • Never shoot without aiming.
 • Secure the fi rearm when:

 – handing over
 – receiving
 – cleaning
 – target practise or training is over
 – the fi rearm is out of its holster

 • The hammer should not be cocked in the holster.
 • Remove the fi rearm from the holster only for a purpose.
 • Keep it in the rest position when out of its holster.
 • Do not press the trigger in fun (play around).
 • Removal of the magazine does not mean the fi rearm is safe.
 • Do not mix ammunition.

It may be a good idea if you make an enlarged copy of this summary and use it as a 
poster in your offi ce, or have a copy available at each post.

6.3 PRINCIPLES FOR THE SAFE POSSESSION AND 
HANDLING OF A FIREARM

If the measures discussed in section 8.2 above are carefully followed and you introduce 
the following principles as well, this will lead to an effective fi rearm safety programme 
for your own benefi t and that of your security section:

 • Make fi rearm safety a habit. A fi red bullet cannot be stopped!
 • Always handle a fi rearm as though loaded; regard all fi rearms as being loaded.
 • The possession and use of fi rearms are for responsible people. Never handle a fi rearm 

when taking alcohol or drugs.
 • Keep fi rearms out of reach of children and intruders.
 • Untrained or incompetent persons must not handle fi rearms.
 • Think before pressing the trigger. Make sure of your target, what is on the far side 

of it and where the bullet is going.
 • Ricocheting bullets are dangerous and unpredictable. Never shoot at hard, fl at 

surfaces or water. Never shoot into the air, especially when fi ring warning shots, as 
what goes up must come down!
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 • Create fi rearm awareness in everybody. This leads to a sense of responsibility towards 
fi rearms and helps to prevent accidents.

 • Use only correct, clean and dry ammunition. Each type of fi rearm performs best 
with its own kind of ammunition.

 • Know your fi rearm.
 • Never leave your fi rearm unattended.
 • Always keep your fi rearm in an SABS-approved safe or vault.

But unfortunately we are human and accidents do happen. Let’s see why:

6.4 GENERAL CAUSES OF SHOOTING ACCIDENTS

Owing to the large number of fi rearms found in modern society, shooting accidents 
occur very often. The mere possession of a fi rearm, although legal, does not give you 
a licence to use it indiscriminately. If the safety measures and principles that we have 
discussed are carefully implemented and applied, it should be possible to avoid shooting 
accidents. However, accidents do still happen.

The following are general causes of shooting accidents:

 • ignoring prescribed safety measures and securing procedures
 • not complying with orders and instructions
 • having wrong procedures in place
 • inadequately trained fi rearm handlers
 • a lack of general fi rearm and safety awareness

6.5 THE USE OF FIREARMS BY PRIVATE SECURITY 
COMPANIES

The law requires that private security companies that need to use fi rearms must acquire 
a business licence from the Companies and Intellectual Property Registration Offi ce 
(CIPRO) and register with the Private Security Industry Regulatory Authority (PSIRA) 
as fi rearm company operators.

It is a requirement that a competency certifi cate must be obtained by the fi rearm business 
user. The certifi cate is renewed every fi ve years.

The requirements for a fi rearm user to obtain a competency certifi cate are as follows 
as per application form for a competency certifi cate under section 9 of the Firearms 
Control Act 60 of 2000:

 • The user has to be “fi t and proper”.
 • There should be no criminal record against the applicant’s name. If there is a pending 

case, the contents of the case must be explained in detail.
 • The applicant must indicate whether a protection order has been served against him/

her in relation to domestic violence and confl ict elsewhere, in the past fi ve years.
 • The applicant must also indicate whether he or she has received any treatment for 

depression or for any emotional problems, in the past fi ve years.
 • Has the applicant attempted to commit suicide, in the past fi ve years?
 • Has the applicant been involved in drug-related problems or been treated or diagnosed 

for drugs or for intoxicating or narcotic substance abuse, in the last fi ve years?
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 • Has the applicant, in the past two years, experienced a divorce or separation from 
an intimate partner where there were written allegations of violence?

 • Has the applicant experienced any forced job loss in the past two years?

In addition to the above information, a background check must be conducted to ascertain 
the character of the applicant.

On 10 August 2011 the Minister Nathi Mthethwa stated that security companies 
must monitor their fi rearms. This statement was made by Mr Zweli Mnisi, who is the 
spokesperson for the Minister and Deputy Minister of Police.

The spokesperson made the following statements:

 • PSIRA is to keep track of security companies that possess fi rearms and ensure that 
those security offi cers who use the fi rearms are properly registered.

 • PSIRA is to ensure that security personnel have acquired competency certifi cates.
 • Any security personnel who utilise fi rearms without authority will face arrest.
 • The employer (security company) which employs the security offi cer who possesses 

a fi rearm without authority will have heavy sentences imposed upon it and its license 
will be revoked, rendering it unlawful for the company to operate in future.

 • The Central Firearm Registry of the South African Police Services (SAPS) state 
that they cannot keep records of security guards who have applied for competency 
certifi cates. They do not know who has applied and who has not, since security 
guards apply in their personal capacity and not in their offi cial capacity.

It was concluded that the review and amendment of the Firearm Control Act will tighten 
up the security industry and there will be better training for security offi cers who carry 
fi rearms (SAPS 2011).

Firearm regulation was further discussed later in the year (2011) at the Annual Conference, 
where the Minister of Police, Nathi Mthethwa, strongly emphasised the importance of 
PSIRA as a regulatory body of the security industry.

The proceedings of the annual conference appear below:

Annual Conference of the Security Industry Alliance:
Theme: “The future of the Private Security Industry”
Held: Wanderers Club, Illovo, GAUTENG
When: 15th November 2011

Remarks by the Minister of Police, Mr Nathi Mthethwa, MP

The Minister, Nathi Mthethwa, pointed out that to date (2011 November) the number 
of private security companies has increased to 8 828 and the number of security offi cers 
to 400 000, which are regulated by PSIRA.

The Minister also highlighted the worrying factor of un-accounted for fi rearms 
and ammunition found in the hands security offi cers of the mushrooming private 
security companies. He again stressed the point of vetting security offi cer to prevent 
the industry from harbouring criminals.

The Minister also maintained that, together with his team, he is looking to explore 
smarter ways and means of monitoring problems with fi rearms in the security industry, 
for example, non-reporting of fi rearms when they are lost and cases where fi rearms are 
no longer in use when the private security company ceases trading.
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He, the Minister, wished to promote co-operation between the security offi cers and 
the SAPS so that they can work hand-in glove to fi ght the scourge of crime. Criminals 
make use of “inside information” when planning and executing their criminal activities, 
therefore, it is advisable for the two organisations to work together.

Although the Minister of Police, Nathi Mthethwa, voiced several criticisms and urged the 
security industry to get their house in order, the following inconsistency has been noted:

MENACE TO SOCIETY

On 4 March 2012, the Sunday Times wrote a story with a caption/subtitle: LOOSE 
CANNONS, 27 000 Cops Fail Firearm Test.

The internal audit report released by the SAPS dated 14 December 2011 declares that 
police offi cers pose a risk to colleagues and the community, let alone themselves.

The report affi rms that despite the fact that police offi cers are still carrying service 
fi rearms, a number of them failed the profi ciency test under the new Firearms Control 
Act, which came into effect in 2004. 27 329 (17%) of 157 704 police offi cers did not 
pass the test.

According to the Acting National Police Chief, Lieutenant-General Nhlanhla Mkhwanazi, 
those incompetent police offi cers should not be allowed to carry a fi rearm and the 
station commander should be held responsible.

The following are the fi ndings in the report:

 • Out of 16 123, 7 578 Eastern Cape police offi cers are yet to be trained, and are in 
possession of fi rearms.

 • In the Western Cape, 448 out of 1019 police offi cers were declared “untrainable” for 
medical reasons, declared unfi t to possess a fi rearm, unable to pick up a rifl e and/
or had continually failed to hit a target during the shooting practise. They are also 
in possession of fi rearms and carry them on a daily basis.

The above is illustrated by the case of Thato Mokoka, who was shot by a student constable, 
Sipho Mbatha, whose R5 rifl e, which was on full automatic mode, discharged shots 
hitting the victim three times. This happened on 14 February 2012.

The second example was when a Gauteng policeman at Kempton Park police station 
was shot in the upper body while booking a gun out that went off.

Other report fi ndings maintain that:

 • Incompetence on the part of police offi cers may lead to an increase in police killings.
 • There are no proper policies and procedures in place in terms of the South African 

Police Service Act regarding the competency issue of members (especially those in 
operations).

 • The previous Police Commissioner, Bheki Cele, who was ultimately discharged in 
June 2012, persuaded instructors from 10 different basic training academies to offer 
another opportunity to write the exam to recruits who had previously failed and 
tried to reinstate the contracts of the then 229 police trainees who failed the exams 
three times in 2011.

The former Police Commissioner’s endeavours and requests never came to anything.
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6.6 FIREARMS AWARENESS
As we have seen so far in this unit, safety measures and principles must be laid down 
and followed. These are normally found in written form and are continually emphasised 
during training as well as in the daily work routine. These measures are, however, very 
often neglected and simply ignored. To improve people’s sense of responsibility, it is 
crucial to introduce fi rearms awareness. To put it simply, this really means that people 
should “know their weapons”.

This concept of knowing a weapon includes all aspects of the fi rearm and can be divided 
into two categories, namely general and technical knowledge.

 • General knowledge of fi rearms is the ability to distinguish between the correct and 
incorrect handling of fi rearms. This concept is closely related to the safety measures 
that have already been discussed.

 • Technical knowledge of your fi rearm is necessary to enable you to identify, care 
for and handle the fi rearm. When you are issued with the fi rearm that you will be 
using, all these technical details and specifi c training will be provided.

In emphasising awareness procedures, the following facts are important:

 • When handling or using a fi rearm in the presence of other people, you should act in 
a way that will ensure that nobody is placed in danger or can be harmed.

 • When visiting a shooting range, you must follow the local rules carefully.
 • While carrying a fi rearm, you should always keep it in a holster.
 • A state-owned fi rearm may never be lent out or used by anyone other than the 

person it was issued to.
 • A personal fi rearm may be lent out to a known person who is trusted and responsible. 

The law, however, places accountability with the owner of the fi rearm.
 • Never overestimate your own ability or that of the fi rearm.
 • Never try to make technical changes to the fi rearm yourself. This is a job for a 

qualifi ed gunsmith.
 • Know your fi rearm.
 • Never store a fi lled magazine for a long time. This can weaken the spring and cause 

problems when shooting.
 • Never dry-fi re the weapon unnecessarily. This can damage the fi ring pin.
 • Always keep your trigger fi nger away from the trigger until you are ready to fi re 

the shot.
 • Never keep the fi rearm in a wet holster or plastic bag. Also, never block the barrel 

with anything. This can cause rust and cause the barrel to explode during shooting.

6.7 CONCLUSION
As a security offi cial, you will defi nitely come into contact with fi rearms during your 
career. You must acquire skill in handling and shooting a fi rearm through practical 
training.

Firearms are lethal instruments, and in this unit we have concentrated on those safety 
aspects that can and must be adhered to even before you attempt to fi re a single shot. The 
safety aspects relating to the use, carrying and storing of fi rearms have been discussed 
and emphasised. You must ensure that you are fully aware of these measures.
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It is advisable to make your own copy of the important points in this unit, not only 
for your own use but also for your family, friends and colleagues. Remember that once 
fi red a bullet cannot be recalled and that you are always personally responsible when 
you are handling a fi rearm.

TAKE NOTE

Try to answer each self-assessment question on your own before turning to the 
assessment guide for help. If necessary, reread the relevant section of the unit and 
attempt the questions again.

6.8 SELF-ASSESSMENT EXERCISE
(1) List as many of the general important safety measures as you can.  (15)
(2) Discuss at least (10) ten principles for the safe possession and handling of fi rearms. 

(Many are really just common sense. You can even add some of your own.)  (12)
(3) Why do shooting accidents occur?  (5)
(4) Discuss the requirements for obtaining a competency certifi cate to use a fi re-

arm. (10)
(5) State the conditions the security companies should adhere to in fi rearm usage, as 

maintained by Mr Zweli Mnisi.  (5)

6.9 SELF-ASSESSMENT GUIDE
(1) Did you use the summarised form as in section 6.2?
(2) See section 6.3 for guidance.
(3) Section 6.4 mentions a few of the causes, but I am sure that, after paging through 

daily newspapers, you will be able to add to the list.
(4) See section 6.5 for guidance.
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ROUTE MAP

Use the route map below to determine where you are now and how this unit fi ts into 
the module as a whole:

Study unit 2: Introduction to basic security concepts

Study unit 3: Introduction to access control

Study unit 4: Legal aspects of security

Study unit 5: Root cause analysis for security problem identification

Study unit 6: Firearm safety measures and principles

Study unit 7: Contingency plans

Study unit 8: Implementing administrative procedures effectively

Study unit 9: Inspection, patrols and observation

REFERENCES

Study unit 1: Introduction to security at supervisory level

GLOSSARY

AIM

In this unit you will learn about how you, as a security offi cial (security supervisor 
or security manager), should act in case of an emergency. You will be able to identify 
different threats facing your organisation.

LEARNING OUTCOMES

After studying this unit, you will be able to

 • activate emergency procedures
 • contain a fi re emergency
 • act in a robbery situation
 • act in a bomb or bomb threat situation
 • act in the presence of suspicious persons and objects
 • act in a natural disaster situation
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7.1 INTRODUCTION

“Contingency plan” refers to the plan that should be activated in case of any emergency. 
All the employees in the organisation should know about this plan. Security managers 
or supervisors should familiarise themselves with this plan regularly, place it on the 
notice boards in the smoking areas and talk about it at staff meetings.

In any organisation the fi rst person to be contacted in case of emergency is the security 
offi cial. It is therefore very important that all the security personnel in the company 
know all the contact particulars of the local authorities (South African Police Services, 
Metro Police, nearby hospital, fi re department), all the stakeholders (such as the CCTV 
specialist and armed response company) and any person in the company (such as the IT 
manager, caretaker or building manager, and obviously the security manager).

In this unit the actions that should be taken by a security offi cial in different emergency 
situations will be clearly outlined. These actions should be refl ected on the security 
offi cial’s job description.

7.2 PUBLIC ADDRESS SYSTEM

The public address (PA) system is the system that is used to alert people in case of an 
emergency. Most PA systems are electronic and can be placed in different locations of 
the building or on the roof so that people can clearly hear any message broadcast over 
the system, especially in an emergency situation, and instructions can be broadcast to 
avoid any panic arising from such an emergency.

The address system speakers on all the fl oors of the building should be tested regularly as 
they are the fi rst to be used in case of any emergency. The security offi cial should report 
the ones which are out of order immediately and should make an entry in the occurrence 
book (OB) every time they are tested. The actions taken should be written up in the OB 
as well. Remember, if an emergency occurs and the company owner notices that the 
security systems, including the announcement systems, have not been checked as they 
should, someone will be held responsible and could lose his/her job. Companies are 
very sensitive to safety and security issues, as, of course, legislation compels them to be.

Figure 1: Loudspeakers
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7.2.1 Drills and inspection

Drills are part of the training process for evacuation in case of emergencies. Drills are 
conducted by the security managers together with security offi cials, staff members and 
top management. Drills must be routinely conducted and documented.

During the drill, all staff members, including top management, are required to vacate 
the building and to assemble at the point recommended by the security offi cials, away 
from the building, until it is confi rmed that everything is in order and they can return 
to their work stations.

Drills are used to test:

 • planning
 • training
 • equipment

I was in Swaziland during the December holidays and I spotted a notice board at their 
mall advising the mall shopowners and employees, together with customers, to assemble 
at a certain point after a drill.

I think it is a good idea to have such a notice board in the workplace.

Drills depend on the type of response required.

Inspection is a process that must be on-going. All members of the security department or 
loss prevention department must visually inspect for safety and security in all operations, 
departments, spaces and personnel, on a routine basis with appropriate documentation 
for future reference (Manley 2009:136).

7.3 EMERGENCY SITUATIONS
The following are examples of emergency situations:

 • Fire emergency
 • Armed robbery
 • Natural disaster
 • A bomb

ACTIVITY 7.1

Test your thinking skills

What do you think a security official’s actions should be in case of the following?

 • Fire (5)

 • Bomb or bomb threat (5)

 • Natural disaster (5)

 • Hostage situation (5)

 • Robbery or armed robbery (5)

Describe the drills and inspection processes  (5)
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7.4 DIFFERENT EMERGENCIES AND THE SECURITY 
OFFICIAL’S ACTIONS
The procedures and principles to remember during different types of emergency are 
listed below.

7.4.1  Evacuation procedure

When evacuation is necessary, you need to know the following:

 • Emergency management will determine when evacuation should take place.
 • Certain people have been appointed who are responsible for the orderly evacuation 

of a particular area in an emergency (emergency team).
 • Follow the instructions of the emergency offi cial. Listen to announcements made 

over the PA system.
 • In an emergency the emergency offi cial is the only person in charge.

Never ignore the orders of the emergency offi cial even if you suspect that it is just a 
practise drill (obey instructions for everyone’s benefi t).

7.4.2  Fire emergencies

During a fi re emergency, the following are important:

Try to extinguish the fi re immediately (if it is not already too big).

 • Contact the contingency offi cers.
 • Close (but do not lock) doors and windows.
 • Use the fi re escapes, not the stairs or the lifts.
 • Unplug electrical appliances.
 • Evacuate only on command.
 • Leave the area via the nearest exit door (marked by a green arrow and a running man).
 • Do not congregate around the building.
 • Lock up all the documents.
 • Help the injured.
 • Stay calm, do not panic.
 • Do not obstruct the fl oor marshals during an emergency.
 • Obey the commands or instructions of fl oor marshals.
 • Remain in a group.

Do not use lifts.

 • Wait for further instructions.
 • Gather at the predetermined venue (go directly to the assembly point).
 • Do not return to the offi ce until the “all clear” signal is given.

7.4.3  Robbery or armed robbery and hostage situations

Take note of the following in case of robbery, armed robbery and hostage situations:

 • Obey commands and react to the attackers’ demands immediately (do not resist).
 • Repress feelings of panic. Remain calm.
 • Do not attempt to attack the attackers.
 • Do not start unnecessary conversations or make any remarks.
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 • Do not attempt to escape.
 • Do not turn your back on the attackers.
 • If you are injured, remain still and wait for help.
 • If shots are fi red, do not run away – take cover instead.
 • If you are kidnapped or transported, take note of the registration number of the 

vehicle, the route taken and the places around you.
 • Leave your fi ngerprints everywhere you can.
 • Do not discuss terms of release or become sympathetic to their cause.
 • Remember that the police will do everything in their power to save you.
 • Have confi dence in the authorities.
 • The security manager will arrange for expert counselling afterwards.

7.4.4  Bomb threat or bomb explosion

When dealing with emergencies involving bombs, you need to do the following:

 • Complete any attached questionnaire.
 • Contact the contingency offi cer or security section.
 • Do not tell everyone.
 • Search the offi ce and report any suspicious object (do not touch).
 • Open windows and doors.
 • Switch on lights.
 • Unplug electrical apparatus.
 • Evacuate only on command.

When there is the threat of an explosion, do the following:

 • Lie fl at on your stomach with your feet pointing towards the explosion.
 • Keep your arms next to your body.
 • Apply preliminary aid to the injured.
 • Report to the contingency offi cer or the security section.
 • Do not panic; remain calm.
 • Emerge from cover only after the situation has stabilised.
 • Unless it is necessary to save a life, do not touch or remove any object as you may 

destroy valuable clues.
 • If an explosion occurs away from work, leave the scene as soon as it is safe to do so 

but stay in a public place and make contact with the police afterwards.

7.4.5  Industrial action or strike (legal/illegal)

When industrial action or a strike is in progress, the following are important:

 • Never get involved.
 • Inform the security manager immediately.
 • Observe carefully.
 • Deal with the strikers politely.
 • Never provoke the strikers.
 • Stay in contact with the security manager.
 • The security manager will call the police when the strikers become violent.
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7.4.6  Suspicious-looking persons

Do the following when dealing with suspicious-looking persons:

 • Do not panic or cause panic.
 • Alert your colleague.
 • The two of you should approach the person to ask for his/her identifi cation and the 

name of the person’s host. If the person does not cooperate, call “CODE 10” and 
identify your location. All the security personnel will rush to back you up.

 • Keep close observation.
 • Inform the security manager immediately.
 • If the person does not have to be there, the security manager will arrange for him/

her to be arrested for trespass.

7.4.7  Suspicious-looking objects

Suspicious-looking objects require the following response:

 • Do not touch or handle anything.
 • Cordon off the immediate area.
 • The security manager will then call the police.

7.4.8  Natural disasters

Do the following before, during and after natural disasters (such as fl oods):

Before:

 • Remain calm.
 • Do not panic.
 • Remain in a vehicle if you are in one.
 • Monitor the situation.
 • Inform the security manager.
 • Never act alone when organising.

During:

 • Watch out for falling objects.
 • Stay away from windows.
 • Never position yourself under trees when outside.
 • Move to an open space.
 • Stay away from electrical wires.

After:

 • Never create an open fl ame after the incident as there might be gas in the air.
 • Never leave the building until told to do so by the emergency controller.
 • Report any injuries immediately to the emergency controller.

7.4.9  First aid

First aid is an emergency treatment that is given to an ill or injured person before 
paramedics arrive. It requires skills and knowledge from a person who has been trained 
by a qualifi ed instructor.
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Injury or damage to an area of the body is referred to as TRAUMA.

The following are emergency numbers that can be used to contact different institutions 
in times of emergency

EMERGENCY SERVICES NUMBERS:

10177 Ambulance
082 911 Netcare
112 Cellular phone
10111 SAPS

TAKE NOTE

It is advisable to see a counsellor afterwards as you will be traumatised by 

events.

OBJECTIVES OF FIRST AID

It is highly recommended that security offi cers should be equipped with the basic fi rst 
aid skills because in most cases they are the fi rst ones on the scene when there is an 
emergency.

The Constitution of the Republic of South Africa of 1996, section 11, as amended on 
11 Oct 1996 and put into effect on 7 February 1997, upholds the right to life. It states 
that “everyone has a right to life”. It would therefore be wise for security offi cers to 
have a knowledge of fi rst aid in order to help people in times of need, and use their 
skills to achieve the following:

 • Preserve life: By carrying out fi rst aid emergency procedures, for example, opening 
a casualty’s airway or performing cardiopulmonary resuscitation.

 • Prevent the illness or injury from becoming worse: By asking the casualty to stay 
still to prevent movement of possible fractures.

 • Promote recovery: Arranging for prompt emergency medical help or even applying 
fi rst aid can affect long-term recovery from an injury. For example, you should 
attempt to cool down a burn by running cold tap water over the burn for 10 minutes.

A fi rst aid course is designed to promote the skills the fi rst aider requires to react 
calmly and be able to assess the emergency situation in order to provide proper care or 
assistance. First-aiders are usually fi rst on the scene of an emergency.

They ensure that the scene is safe, take charge of the emergency situation, arrange to 
notify the emergency services and offer fi rst aid. Because they are able to assess emergency 
situations, they treat the illnesses or injuries on the basis of what they visually observe.

7.4.10  Personal security

Personal security relates to actions taken when there is a danger of personal attack. The 
attack could take the form of an attempted assassination during a shooting incident or 
an abduction or robbery or in the course of some other violent crime.
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Such individuals could be popular fi gures in the community, as in the case of the actress, 
Ms Florence Masebe, who was shot in a hail of bullets in 2005, while on her way home; 
or their lifestyle may be such that they are in danger of being the victims of attacks. 
Some of these prominent fi gures in the community may be business people, wealthy 
people, bank employees/managers or cash-in-transit drivers.

People are vulnerable to attack in the following circumstances:

 • when alone at home or away from home
 • when in an offi ce or leaving the offi ce building
 • in his/her car while driving or in a traffi c jam
 • while walking or jogging, by drive-by shooters, for example
 • at parties or “buy and braai” gatherings

Safety measures regarding personal security

It is advisable for people to avoid a routine as far as possible, especially in relation to 
their movements to and from work and for personal activities.

A person should be alert at all times and try to recognise unusual activities around 
him or her.

Never take unnecessary risks and always be vigilant in vulnerable situations.

Always alert the police if you suspect anything unusual, no matter how trivial.

To avoid being the target of an attack, do the following:

 • Watch out for strangers loitering around your house or street, and for neighbourhood 
workmen or street vendors.

 • Be aware of occupied or unoccupied cars parked in your neighbourhood, especially 
if the occupants appear to be doing absolutely nothing.

 • Be aware of salespeople, charity collectors, job seekers and/or beggars.
 • If you have a domestic worker in your home, conduct a thorough background check 

on her and know everything about her, like, where she comes from, her family and 
relatives, boyfriend(s) etc.

 • Note all the wrong numbers coming through your landline (and the callers).
 • It would be advisable not to visit the same entertainment facility more than twice 

in a row.
 • Parents should know where their children are at all times and should know their 

friends’ parents and their physical addresses (Vogel 1981:407).

7.4.11 General hints

The following are useful general hints:

 • Always stay calm.
 • Never allow lifts to be used as an escape route.
 • If you have acquainted yourself with the location and operation of fi re extinguishers, 

you will be able to use them more swiftly when necessary. No fi re, however small, 
should be ignored.

 • Always respond immediately to suspicious objects and persons.
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7.5 CONTINGENCY PLAN REGISTER
In this section we will briefl y consider the necessity to update and test the contingency 
register.

7.5.1 Updating

The contingency plan must be updated yearly. The person responsible for the updating 
of the contingency plan must sign this register.

CONTINGENCY PLAN REGISTER

Date Initials & surname Signature

1.

2.

3.

4.

5.

7.5.2 Testing

The contingency plan must be tested once a year (or more often if management thinks 
there is a need to do so). This should be included in the written policy, and procedures 
for the types of testing should be detailed. This testing should preferably be done before 
the annual budget is drawn up. The date of the test should be written in the occurrence 
book (OB) and in the emergency testing register. The type of exercise and the signature 
of the emergency coordinator should be included. The form below shows what the 
testing register looks like.

Date of exercise Type of exercise Comments Signature of emer-
gency coordinator

1.

2.

3.

4.

5.
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7.6 BOMB THREAT CALL
The following are the questions to ask the caller if you receive a bomb threat over the 
telephone:

 • Where is the bomb?
 • What time will it go off?
 • What does it look like?
 • What kind of device is it?
 • Why are you doing this?
 • Who are you?

Additional details to be recorded are the time and date of the call.

CALLER DETAILS

GENDER AGE

Male Female Adult Elderly

LANGUAGE ACCENT

Excellent Good Fair Poor Foul Abusive Foreign Regional None/Other

VOICE CHARACTERISTICS

Loud Soft Fast Slow Distinct High Intoxicated Raspy Pleasant Any speech 
impediment

Manner

Angry Calm Emotional

BACKGROUND NOISES

Factory Machinery Trains Traffi c Aircraft Music Children Animals Voices PA Other

7.7 LETTER AND PARCEL BOMBS
Employees must exercise caution when dealing with all mail. However, greater caution 
is required when items appear suspicious for some reason.

Mail is generally considered safe when:

 • it is franked (stamped by machine) by means of a postal meter
 • the sender is known to the organisation
 • the envelope is one that was originally issued by the organisation to another company 

(a simple printed return envelope)
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Normal caution is needed when the mail

 • bears conventional adhesive stamps
 • is in a plain envelope or one that is not from a familiar correspondent or known company
 • is addressed to the company as a whole
 • is addressed to a name or job title that appears on a public list but it is not marked 

“personal for” or “private”
 • is stiffened with metal or cardboard
 • is over 50 grams, thus requiring more than usual postage
 • is over 6,35 mm thick

Extra caution is needed when

 • the mail is sent from an unknown or foreign address
 • the words or names written on the item are misspelt
 • the mail is marked “personal or private” and addressed to a senior individual by 

a commonly used job title, such as “The General Manager”
 • the mail is marked “personal or private” and addressed to a person whose name or 

job title can easily be found in an available public list
 • there are wires or strips protruding from the item (even the best-prepared devices 

can come apart in transit)
 • the covering contains pinholes and perforations
 • there are greasy marks on the envelope
 • you can hear loose metal inside rattling inside
 • the item is lopsided or unevenly balanced
 • it appears very heavy for its size
 • it is spongy on the top, bottom or sides
 • it does not bend
 • it is at all suspicious

Any mail that you are not expecting should be treated with extreme suspicion.

EXAMPLE

As a security official, you will be faced in your workplace by challenging situations 
such as that the one described below (adapted from Rank 2008:1).

Poisoned letter sent to NPA boss

On Thursday, 6 March 2008, a letter poisoned with an unknown substance was addressed 
to the acting head of the National Prosecuting Authority. While the letter was in transit, 
NPA employees who handled it experienced severe reactions such as headaches, vomiting 
and nausea, and had to be taken to hospital for treatment. The letter was taken to the 
SAPS Forensics Laboratory for tests. On the day the letter was received, all the risk 
and security operations of the NPA were closed, so they were unable to deal with this 
emergency situation.
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7.8 THE IMPACT OF HIV/AIDS ON THE SECURITY 
INDUSTRY
In October 2005, the Safety and Security Sector Education and Training Authority 
(SASSETA) issued a tender for the conducting of a critical assessment of HIV/AIDS 
in the private security industry.

The tender was won by the Human Sciences Research Council (HSRC) and the contract 
was signed on 7 March 2006. The study was conducted in three (3) provinces, namely 
KwaZulu-Natal, Gauteng and the Western Cape. The project was concluded in August 
2007 (HSRC press report. 2007:xviii). The study revealed the following:

About 2787 respondents from 15 different large fi rms were tested for HIV and interviewed.

The main fi ndings of the HIV/AIDS study in the private security sector were:

 • The prevalence of HIV among the men was high at 17.3% as compared to the 
women at 12.3%.

 • African HIV status was substantially higher at 27.3% as compared to other racial 
groups at less than 1%.

 • Respondents between the ages of 25 and 49 years had a higher HIV rate (17.9%) 
than respondents aged 50 years and older (7.5%) and respondents aged 24 years and 
younger (7.3%).

KwaZulu-Natal recorded a 22.8% HIV prevalence, followed by Gauteng at 17.8% and 
the Western Cape at 3.4% (Simbanyi, Rehle, Paterson, Mc Grath, Badroondien, 2006:13).

Employers’ perceptions of the impact of HIV/AIDS

Anything that could affect the business, either directly or through the employees, 
concerns the employer. HIV/AIDS is certainly a matter of concern to the employer, 
especially if many or most staff members are affected by this pandemic. The following 
are employers’ perceptions:

 • 53.8% of the employer respondents with 200 employees regarded HIV/AIDS as a 
business concern.

 • 46.8% of the respondent companies reported a small impact on company operations.
 • 30.8% of the participating companies anticipated a big impact in the next three 

years, with 7.7% anticipating a big impact on profi ts, 23.1% anticipating a moderate 
impact and 30.8% a small impact.

Many AIDS-related deaths were reported to have occurred in 2003 and 2004 (Simbanyi, 
Rehle, Paterson, Mc Grath, Badroondien, 2006:13).

7.9 CONCLUSION
Every organisation should have a contingency plan in place so that it can take action in 
any emergency. There must be plans in place not only for criminal incidents but also for 
natural disasters (fl oods, hurricanes and so on). It is very important that all employees 
in the organisation know what is expected of them in an emergency. The reason for 
testing the plan at least once per annum is that people should know and understand what 
is expected of them during emergencies. Any defi ciencies in their response to the tests 
should be corrected immediately. When testing is done, nobody should be told that it is 
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just a system test. Equally, if there is a fi re in the building, no one should have to shout 
that it is a real fi re in order for people to respond to the alarm and vacate the premises.

TAKE NOTE

Try to answer each self-assessment question on your own before turning to the 
assessment guide for help. If necessary, reread the relevant section of the unit and 
attempt the questions again.

7.10 SELF-ASSESSMENT EXERCISE
(1) Describe the concept “contingency plan”. (5)
(2) What is the importance of the public address system? (3)
(3)  You are a security supervisor and you are requested to draft a contingency plan. 

You choose the following aspects:

 • Bomb or bomb threat (5)
 • Robbery or armed robbery (5)
 • Fire (5)
 • Industrial action (5)

(4) After compiling the contingency plan above, explain why you chose those particular 
aspects.   (5)

(5) Somebody phones your company and tells you that there is a bomb in your build-
ing. Demonstrate your knowledge of bomb threats and explain the procedure you 
would follow.  (10)

(6) Describe what security measures to take to avoid being targeted for an attack. List 
your own ten (10) measures and NOT the measures given in the study guide. (10)

(7) Give the fi ndings of the HSRC study (Press report 2007) on HIV/AIDS in the 
security industry. (8)

(8) In which provinces was this study conducted and when? (2)

7.11 SELF-ASSESSMENT GUIDE
(1) See section 7.1.
(2) Refer to section 7.2.
(3) Refer to section 7.4.
(4) Refer to section 7.4.
(5) See section 7.6.
(6) Section 7.8.1
(7) Section 7.9
(8) Section 7.9
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ROUTE MAP

Use the route map below to determine where you are now and how this unit fi ts into 
the module as a whole:

Study unit 2: Introduction to basic security concepts

Study unit 3: Introduction to access control

Study unit 4: Legal aspects of security

Study unit 5: Root cause analysis for security problem identification

Study unit 6: Firearm safety measures and principles

Study unit 7: Contingency plans

Study unit 8: Implementing administrative procedures effectively

Study unit 9: Inspection, patrols and observation

REFERENCES

Study unit 1: Introduction to security at supervisory level

GLOSSARY

AIM

In this unit, you will be provided with basic knowledge of the administration of a security 
department. You will also be introduced to the most important documents used by a 
security department in applying effective administrative control.

LEARNING OUTCOMES

After studying this unit, you will be able to

 • apply basic knowledge of security administration and demonstrate the necessary 
skills

 • prepare basic reports and write statements
 • prepare recommendations and give written reasons
 • explain and implement the vulnerability formula
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8.1 INTRODUCTION
For a security department to function properly, smooth and effective administration 
is essential. The necessary control systems, reports, statements and permits should be 
accurately completed. All security staff should be thoroughly trained and be completely 
familiar with all administrative procedures. In this unit, we will concentrate on these 
aspects.

8.2 REPORTING
Because of the nature of a security offi cial’s work, you are often required to submit a 
report on specifi c incidents, such as a criminal offence, security incident or accident. 
Such reports should be prepared as soon as possible after the incident, while the 
memory of what happened is still fresh in your mind.

The main purpose of any report is to supply reliable information in writing. The compiler 
of the report must refl ect the facts systematically, clearly and accurately. There are 
different types of reports, but they all require you to answer a set of specifi c questions 
(outlined below). You will have to answer the same set of questions in writing a statement. 
Remember, you will be required to write statements and reports regularly as part of 
your security tasks.

For example, when you report off duty you need to give accurate reports to the offi cial 
relieving you; you need to write reports to management regarding what happened during 
your shift; and you need to write statements that will be used in disciplinary hearings 
or in a court of law.

A report is completed by answering the following six questions: what?, who?, when?, 
how?, where? and why?

QUESTION FACTORS TO 
CONSIDER

EXAMPLE

1   What?

(The security offi cial ex-
plains what happened.)

What is the whole story 
about?

 • What happened before, 
after and during the 
incident?

 • What actions were 
taken by all who were 
involved?

 • What was stated by 
each person involved?

 • What was the evidence 
collected?

 • What authorities were 
contacted after the 
incident?

The production staff 
member was found to be 
in possession of company 
property (a laptop) without 
a removal permit.
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QUESTION FACTORS TO 
CONSIDER

EXAMPLE

2    Who?

(The security offi cial ex-
plains who was involved.)

Who contacted security 
or the police about the 
incident?

 • Who are the individuals 
involved?

 • Who are the victims?
 • Who are witnesses?
 • Who are suspects?
 • Who wi l l sign 

the complaint?
 • Names, addresses, 

telephone numbers 
and other identifying 
information are all 
important.

The staff member’s name 
is Victor Dlamini. Thabo 
(the security offi cial) wit-
nessed the incident.

3    How?

(The manner in which 
the incident happened is 
explained.)

How did the loss occur?

 • How did security 
and loss prevention 
strategies function?

 • How was it discovered?
 • How could such losses 

be prevented?
 • How expensive was the 

loss?

The laptop was in the 
boot of a vehicle, registra-
tion number PRT222GP, 
a white Toyota Corolla be-
longing to Victor Dlamini. 
It was found during a ve-
hicle search.

4    When?

(The time when the 
incident happened is 
highlighted.)

 • When was the incident 
discovered?

 • When did it occur?
 • When was it reported?
 • When did authorities 

arrive at the scene?
 • When was an arrest 

made?

This happened at 17:05, 
when staff members were 
reporting off duty.

5    Where?

(The exact location where 
the incident took place is 
described.)

 • Where did the incident 
occur?

 • Where were all the 
individuals before, 
during and after the 
incident?

 • Where was evidence 
found?

The laptop was seen in the 
boot of the vehicle at the 
main gate.
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QUESTION FACTORS TO 
CONSIDER

EXAMPLE

6    Why?

(The reason why the 
incident took place is 
explained.)

 • Why did the loss take 
place?

 • Why was the 
crime committed?

 • Why did the parties 
involved act in the way 
they did?

Victor Dlamini explained 
that he took the laptop in 
order to work at his home 
but that he had forgotten 
to arrange for a removal 
permit.

Source: Adapted from Purpura (2003:136–137)

The main requirements for a good report are the following:

 • Accuracy. The data must be accurate since the reader has to judge according to 
the details provided. Inaccurate facts or allegations can have serious consequences. 
There is no room for guesswork and vague statements in a good report.

 • Completeness. The data contained in the report must be complete so that the 
reader can obtain a clear and accurate grasp of the subject. On the other hand, a 
report should not be cluttered with unnecessary detail that does not contribute to 
the painting of a clear picture.

 • Clarity. A report can be effective only if it is crystal clear. This can be achieved by 
avoiding any uncertainty and by setting out the facts clearly and simply. A logical 
arrangement of items under appropriate headings and in the correct sequence will 
help the reader to understand the report well.

In addition to the main requirements mentioned here, it is necessary to remember the 
following:

 • As the compiler of the report, you must give your full name as well as the place 
where and the date on which the incidents happened.

 • Clearly state the name of the person to whom the report is addressed.
 • The events or facts must be given in the sequence in which they happened. Each 

event must be linked to a specifi c time.
 • The report must be neat and readable and written in simple language.
 • Pay close attention to spelling and punctuation.

8.3 STATEMENTS

As you know, as a security offi cial you are responsible for preventing and combating 
crime. This is done in terms of the Criminal Procedure Act 51 of 1977, as amended. 
Therefore, you are also expected to take down statements. Taking down statements is 
one of the most important tasks you will have to perform.

8.3.1 When are statements required?

Generally, statements from suspects, victims or witnesses are taken down when 
irregularities or offences have been committed. The statement should therefore be 
seen as the gathering of facts that can serve as a factual report to the responsible 
agents dealing with the case.
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Matters requiring the Police Service to act must be referred to them. The senior security 
offi cial of the organisation will identify such matters, such as the handing over of an 
arrested person to the police for detention.

A statement serves as the basis for further action by a company or court of law in the 
case of any crime, breach of security or irregularity. It is therefore extremely important 
that all statements be taken down as soon as possible, while the facts are still fresh in 
the memory of each person, such as the victim, the perpetrator or the witness.

Let’s look at what we should include in a statement.

8.3.2 Content of a statement

The statement commences with the personal details of the person involved in the incident.

The introductory paragraph must state when and where the incident happened (date, 
time and place).

The content of the statement is simply what the person or witness knows about the 
incident. The statement should preferably contain too much rather than too little detail.

After the statement has been taken down, the person who made the statement, for 
example the victim, must be given the opportunity to read through it and make any 
changes he/she may wish to make. Both parties (the security offi cial and the person 
making the statement) must initial these changes. If the person involved cannot read, 
the statement should be read out aloud to him/her. If the person is satisfi ed but unable 
to sign the statement, his/her right thumbprint should be affi xed to the bottom of the 
statement. The act of affi xing the thumbprint must be attested to by a witness.

When an interpreter is used, this should be stated at the end of the statement and 
signed by the interpreter. In concluding the statement, the person taking it down must 
sign it and state the place, date and time of doing so. Under normal circumstances, you 
make an entry in the occurrence book to the effect that a statement has been taken. 
The completed statement is then handed over to the senior security offi cial, who deals 
with it in accordance with company regulations.

Below is an example of a statement taken down by a security offi cial from a company 
employee who tried to remove property without a permit.

COMPLAINANT STATEMENT

I, Victor Dlamini, take the oath in English.

I am a 27-year-old, black isiZulu-speaking male. My ID number is 861110 0000 085. 
I reside at 122 Main Reef Rd, Fordsburg. My cell number is 078 555 6398. My work 
telephone is 011 778 5698. I am employed by The-KNIGHT Private Security Company 
as a security offi cial.

On Tuesday, 5 December 2012, I was working night shift from 18:00 to 06:00.

At 22:00, as the staff from the production fl oor were reporting off duty, I had to search 
them as per security procedure for anything they are not supposed to possess. I found 
Mandla Ngcobo, the fl oor cleaner, in possession of 5 litres of cleaning chemicals. He 
had not been given permission to remove the chemicals from the premises. I told him 

Name and surname 
of the complainant

Full details of the 
complainant – ID 
number, physical 
address and contact 
details at work and 
home, company
and position

Mention the day, 
date and time and 
what happened
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that he was under arrest and he started apologising but I told him “I am sorry Mandla, 
I have to do my job”.

I informed my supervisor, John Boko and he then advised me to inform the caretaker, 
Mr Schoeman, who advised me to call the police. I did so.

At 23:00, Warrant Offi cer Thabede from Hillbrow Police Station arrived and arrested 
Mandla Ngcobo. Warrant Offi cer Thabede gave me a landline telephone of the station, 
011 728 111 to phone them during working hours for a case number. Warrant Offi cer’s 
police car registration number was BYP444GP, a white Toyota bakkie with SAPS stickers.

I know and understand the contents of this statement.

I have no objection to taking the prescribed oath.

I consider the prescribed oath to be binding on my conscience.

Complainant: Witness
Name: Name:
Signature: Signature:
Place: Place:
Date: Date:

ACTIVITY 8.1

You are the security official taking down a statement. What are the important aspects 

and procedures to adhere to?  (15)

Did you remember the following?

 • Include too much detail rather than too little.

 • Let the person making the statement read through it.

 • Make changes if needed, but initial these changes.

 • If the person involved cannot read, read the statement aloud to him/her.

 • If the person involved cannot sign, his/her right thumbprint must be affixed to the 

bottom of the statement, and a witness must confirm this.

 • If you used an interpreter, this must be stated and the statement must be signed by 

the interpreter.

 • As the person who took down the statement, you must sign it and indicate the place, 

date and time of doing so.

Let’s look at the administrative record-keeping you will have to perform.

8.4 SECURITY REGISTERS

This section will inform you of the various security registers and administrative record-
keeping actions that you need to be aware of in performing your duties. Record-keeping 
and control are vital in the execution of effective security. The types of registers 
that companies use may differ according to their specifi c needs and the type of business 
they are involved in. The security section is free to devise and design registers and forms 
to suit their own requirements.
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The eight types of records we will look at are the:

 • occurrence book

 • casebook

 • key register

 • delivery note

 • incident report

 • fi rearms register

 • vehicle control register

 • time attendance register

8.4.1  Occurrence book (OB)

The object of the occurrence book is to create a complete record of all activities 

relating to the operation of the security section.

Certain aspects can be preprinted in the book to save time and to remind staff that 
these aspects should be completed.

Entries should be numbered sequentially, and all pages should be numbered to 

prevent them from being removed illegally.

As the occurrence book is sometimes the only record kept, it is vital that this book 
should be completed with great care. Nothing should be erased from the book, and 
each writer must initial the changes he/she makes to the book. No deletion fl uid such 
as Tippex should be used in this book. The OB may be used in a court of law; the same 
applies to the pocket book.

Below is an example of entries in an occurrence book:

Day of week and 
date…………………/…………/2012

Page no.
0001

Serial no. Date Time Occurrence

01 05-12-2012 05:30 Duty on: Security offi cial Victor Dlamini 
reported on duty to relieve security offi cial 
Sydney Leshaba. All in order on site.

02 05-12-2012 05:40 Patrol out: Security offi cials Aubrey and Vic-
tor reported out for patrol.

05-12-2012 05:55 Patrol back: Security offi cials Aubrey and 
Victor reported back from patrol and found 
all in order on the premises.
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03 05-12-2012 06:00 Handing over: Security offi cial Aubrey Lan-
ga handed over the following in good order 
to security offi cial Victor Dlamini: Two-way 
radio Bravo 5, Torch B5, pepper fog spray 
B5. The message was given to Thabo that he 
should open Mr Brown’s offi ce at 06:45 and 
switch all the lights on in the whole factory.

04 05-12-2012 06:01 Taking over: Security offi cial Victor took 
over from security offi cial Aubrey with all 
in order as per OB 02–01–2008 above.

05 05-12-2012 06:45 Patrol on: Security offi cial Aubrey reported 
out for patrol.

8.4.2 Casebook (CB)

The objective of the casebook is to record criminal cases dealt with by the security 
section.

Entries should be numbered sequentially, and there should be cross-references between 
the casebook and the occurrence book.

Each offence should appear under a separate entry. Actual or estimated value of stolen 
property or cost of damage should be recorded when such offences are recorded. The 
fi nal result of each case should be recorded, whether the case was dealt with by the 
police or by management. The format of this book is not fi xed and it can take the form 
preferred by the security section. Results, or progress at least, should be recorded in a 
section of the book so as to provide management with clear indications of the status 
of the case.

Below is an example of a case report:

CASE REPORT

Name of the offi cial in the company: ……….………………………………………

Rank: ………………………………………………………………………………….

Date: …………………………………………………………………………………

Witness: ………………………………………………………………………………

Rank: ………………………………………………………………………………….

Incident: …………………….…………………………………………………………

Brief description of the incident:

…………………………………………………………………………………

…………..……………………………………………………………………………
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……………..…………………………………………………………………………

………………..………………………………………………………………………

……………………………………………………………………………………..…

Case no.: ………………………………………………………….…………………..

Police station: ………………………………………………………………………..

Telephone: ……………………………………………………………………………

Status of the case: ……………………………………………………..……………

Follow-up:

Name: …………………………………………………………………………………

Date: ………………………………………………………………………………….

Status of the case: ………………………………….………………………………..

Comments:

…………………………………………………………………………………………

…………………………………………………………………………………………

…………………………………………………………………………………………

ACTIVITY 8.2

On Tuesday, 19 March 2012, at 21:00, Patrick Ndlovu, a security official, was posted 

at the main gate to conduct access control. Patrick saw an unknown black man about 

2 metres tall jumping over the fence at the back of the factory. Patrick arrested the 

man, later identified as Thabo Pule, who was in possession of copper cables. He tried 

to run away when Patrick approached. After arresting the suspect, Patrick called the 

police. The suspect was then taken to the police station by the police.

Complete a case report using the scenario above. (10)

8.4.3  Key register

Owing to its location and the fact that it is staffed at all hours, the security section is 
ideally suited to being entrusted with the safekeeping of keys. The object of the key 
register is to protect and control all keys that the security section must handle. The 
register is used to ensure that only authorised people obtain keys. It is important 
that all keys handed out and returned are recorded in this register. Otherwise you may 
not know who last used a key that is needed by somebody, such as the master key. Keys 
could get lost and be untraceable.

Have a look at the following example of a key register.
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8.4.4  Delivery note

The object of a delivery note is to control all deliveries to particular premises. This 
system ensures that only authorised deliveries are admitted.

Once the correct offi cial company delivery note has been shown to the security offi cial, 
he/she must fi ll in the note and the delivery can take place. The person receiving the 
delivery must sign off the note, otherwise the delivery vehicle will not be allowed to 
leave the premises.

Name Date Time Registration Company Telephone Recipient Recipient 
signature

Goods 
delivered

Security 
signature

ACTIVITY 8.3

You are a security supervisor on site. A guard calls you and informs you that he is ill 
and he will not report for his duties.

Make an entry in the occurrence book regarding this message. (7)

8.4.5  Incident report

The incident report is used to inform affected company personnel of incidents that 
have occurred that may have a security implication. These incidents normally require 
some form of action to be taken by the security section. Examples of such incidents 
are theft, robbery and arrest.

Following the submission of an incident report, it is always necessary for action to be 
taken.
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Here is an example of an incident report.

8.4.6  Firearm register

The fi rearm register is one of the most important documents kept by the security section. 
Where weapons are not allowed on the premises, everybody carrying fi rearms should 
leave their weapons with security at the main entrance in gun safes. Information on the 
gun and its owner should be written in the fi rearms register. Signatures of issuing 
and receiving offi cials are compulsory. This aspect of fi rearm use and safety is 
considered important enough to warrant a separate unit in this module and will be 
dealt with in unit 6.

Here is an example of a fi rearm register.
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8.4.7  Vehicle control register

All vehicles entering or leaving the premises should be recorded in the vehicle log book. 
This book is inspected by management when necessary, such as when any investigations 
relating to the delivery vehicles or company vehicles are being conducted

EXAMPLE

Date Name Company Phone Host Time 
in

Time 
out

Registra-
tion no.

Security 
signature 
(arrival)

Security 
signature 
(departure)

As vehicle control is one of the most important aspects of access control, this register 
has to be scrupulously kept. The object is to control all vehicles entering and 
leaving company premises. This ensures that only authorised vehicles (vehicles with 
the necessary permits or authorisation) are permitted to pass. The necessary controls 
must be exercised before the gate is opened for access or exit.

No access or exit should be granted unless the driver of the vehicle has shown the 
proper documentation and this register has been fi lled in.

The vehicle control register ensures that the record of all vehicles that have entered or 
left the premises has been kept by the security offi cials on duty and is up to date. This 
includes both internal and external vehicles passing the security point after being given 
access by the security offi cial.

Remember that other organisations may ask for their delivery notes to help track the 
routes of their vehicles. This happens in cases under investigation. Remember that the 
delivery note may have to be produced in a court of law, since the note shows the route 
taken by the company vehicle and the purpose of the journey.

8.4.8  Time attendance register

The time attendance register is used to record the times when the security offi cials 
report for duty and go off duty. See the example below. When you report for duty 
you fi ll in only the columns for the name, date and time on duty. When you report off 
duty, you fi ll in the columns for the time off duty and signature.

The following is an example of a shift attendance register.

Serial no. 001
Name Date Time on duty Time off duty Signature
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8.5 CONCLUSION
In any offi cial working environment, effective administration and documentation 
are essential for the effi cient and successful operation of the specifi c organisation. 
Some of the routine administration boils down to the simple fi lling in of forms, but as 
an effective security offi cial you will also be required to take down statements and 
generate reports. If you follow the guidelines we have discussed in this unit, you will 
quickly master this part of your job.

Organisations differ, and their cultures differ, and this is why you may fi nd that not 
all forms, registers and administration procedures are similar. In this unit we have 
discussed the most general of these administrative procedures. You will receive specifi c 
training in your workplace to ensure that you conform to your company’s way of doing 
things. Good luck!

Note: Remember to try to answer each self-assessment question on your own before 
turning to the assessment guide for help. If necessary, reread the relevant section of the 
unit and attempt the questions again.

8.6 SELF-ASSESSMENT EXERCISE
(1) List the main requirements of a good security report. (3)
(2) Taking down statements is one vital aspect of the daily tasks of security offi cials. 

How will you know when to take down a statement? (3)
(3) Fill in the vehicle control register, the fi rearm register and the time attendance 

register for one person. (15)

8.7 SELF-ASSESSMENT GUIDE
(1) See section 3.2.
(2) Taking down statements is one of the most important tasks you will have to per-

form. Generally, statements are taken down when irregularities or offences have 
been committed. The statement should therefore be seen as the gathering of facts 
that can serve as a factual report to the responsible agents dealing with the case. 
Matters requiring the Police Service to act must be referred to them. The senior 
security offi cial of the organisation will identify such matters. See section 3.3.

(3) See sections 3.4.6 to 3.4.8.
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ROUTE MAP

Use the route map below to determine where you are now and how this unit fi ts into 
the module as a whole:

Study unit 2: Introduction to basic security concepts

Study unit 3: Introduction to access control

Study unit 4: Legal aspects of security

Study unit 5: Root cause analysis for security problem identification

Study unit 6: Firearm safety measures and principles

Study unit 7: Contingency plans

Study unit 8: Implementing administrative procedures effectively

Study unit 9: Inspection, patrols and observation

REFERENCES

Study unit 1: Introduction to security at supervisory level

GLOSSARY

AIM

This unit will equip you to discuss the different patrol functions. You will also learn 
that inspections, patrols and keen observation are the cornerstones of the identifi cation 
of risks.

LEARNING OUTCOMES

After studying this unit, you will be able to:

 • briefl y defi ne inspections, patrols and observation
 • discuss the purpose of patrolling
 • describe how to prepare for a patrol and summarise the patrol environment
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 • list and implement patrol procedures, apply patrol principles, perform patrol duties 
and know the different types of patrol

 • predict and implement security/patrol procedures when challenged in the work 
situation

 • distinguish between a high visibility and a low visibility patrol
 • discuss target-oriented patrols and direct deterrent patrols
 • list and discuss the types of patrol
 • identify and discuss patrol aids

9.1 INTRODUCTION
The importance of patrols and inspections cannot be overemphasised. Patrolling is the 
essence of a security offi cial’s function. As a uniformed offi cer, a security person is the 
most visible representative of his/her company and is seen by many people as part of 
the law-and-order establishment.

Patrolling can be seen as the activity that enables the security offi cial to perform his/
her duties effectively.

9.2 PURPOSE OF PATROLLING
Have a look at the following three defi nitions, as we are going to perform the duties 
they refer to on a daily basis in the work situation. These defi nitions also tell us exactly 
what is expected of us when we are instructed to perform the duties.

(1) A security patrol is a security measure whereby a security offi cial moves in or 
around a place to perform specifi c functions so as to achieve set outcomes.

(2) Inspections are activities carried out to identify risks.
(3) Observation is the activity through which you are able to see, recall and give an 

account of things happening around you.

Concerning observation, it is important for you, the security offi cial, to develop and 
use your senses during observation so that you can memorise incidents and give an 
account of them later.

Why do we patrol an area? Security offi cials do patrols to

 • decrease the employer’s fear of crime
 • act as a deterrent to criminals by being visible
 • ensure that employees adhere to security policies and procedures
 • prevent crime
 • be available to receive crime-related information from voluntary informers
 • be available to supply information to people such as visitors and contractors
 • strengthen good relations with the workforce by being visible
 • detect security-related hazards

9.3 PREPARATION FOR A PATROL
As a security offi cial, you should be well prepared every time you go on a patrol if you 
want to perform effectively. This is not just a simple task. Actual preparation requires 
the following fi ve steps:

 • preparing yourself mentally
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 • obtaining the necessary information
 • checking your vehicle
 • checking your equipment
 • updating

Once these steps have been completed, a patrol offi cer is ready to begin the patrol.

Let’s look at each of the fi ve steps in more detail.

 • Preparing yourself mentally: You should start preparing yourself mentally even 
before you get to work. Start by thinking about what happened on your previous 
shift. Also think of places that will need checking during your shift. It is a good idea 
to make notes in a notebook to remind you of things to be checked on your next 
shift. Clear your mind of other things and concentrate on your immediate task. Be 
alert and ready to react quickly.

 • Obtaining the necessary information: You should arrive at work with enough 
time in hand to gather information that will be important for your shift. You must 
confer with the person coming off duty and also make sure that you are briefed 
about any activities that took place while you were off duty.

 • Checking your vehicle: If your patrol requires that you use a vehicle, you must 
be aware that this vehicle will be your offi ce for the duration of the patrol. You 
should ensure that the vehicle is in very good working order and that the necessary 
equipment (such as the fi rst-aid kit and fi re extinguisher) is present and serviceable. 
You must, for example, check for any visible damage and make a note of this. Bring 
it to the attention of your supervisor. Make sure that defects are fi xed before starting 
your patrol.

 • Checking your equipment: You must ensure that all personal equipment you will 
need during the patrol is present and in good working order. Later in this unit, we 
will discuss keys as an example of important equipment you will use. Most security 
offi cials carry a large number of keys, normally worn on the belt. The keys will make 
a noise when you walk or run. For you to remain unnoticed, you will therefore have 
to carry the keys in a different way.

 • Updating yourself: Whenever possible, one of your fi rst responsibilities when going 
on patrol is to have a debriefi ng session with the security offi cial whom you are 
relieving. If it is not possible to meet personally, you should try to communicate in 
some other way with someone from the previous shift. The previous security offi cial 
on duty may want to share some observations with you that require follow-up actions.

9.4 THE PATROL ENVIRONMENT

One of the most important characteristics of the patrol function is the uncertainty facing 
security offi cials as they carry out their assigned duties. The physical environment in 
which security offi cials work shapes their behaviour. Under certain conditions security 
offi cials must be tough and uncompromising. They will be required to make quick 
decisions and back them up. They may even have to use force if necessary. An example 
of this is when a security offi cial guarding valuable property at night time is approached 
by unknown people with fi rearms in their possession. In other instances, and different 
circumstances, you may be required to be more compassionate and fl exible. An example 
of this is when security offi cials safeguard shopping complexes during shopping hours.

The patrol environment consists of three shifts, namely, the day shift, the afternoon 
shift and the night shift:
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 • Day shift. The day shift is mostly devoted to service activities. The security 
offi cial comes into contact mainly with law-abiding people who are going about 
their daily work. This does not mean that security, and more specifi cally security 
patrols, can be neglected. Follow-up actions from incidents that may have occurred 
the previous night normally require the attention of the day shift personnel.

 • Afternoon shift. The afternoon shift is usually very busy. Security offi cials fi nd 
themselves responding to a wide variety of security-related activities, for example fi re 
alarms, thefts, burglaries and reports of lost property. Because of the high intensity 
of daily working activities, these incidents normally occur in the afternoon.

 • Night shift. The night shift is normally the least popular among security offi cials. 
It is also the shift with the least activity, although security offi cials on these shifts 
are exposed to more potential danger, as criminals are more likely to act or try to 
act during this shift. Security offi cials should therefore be more alert while on duty 
during the night shift. Burglar alarms should be taken more seriously during the 
night shift, since there is a smaller chance that these alarms have been set off as a 
result of human error.

So, how do we execute patrols and inspections in and around buildings?

9.5 BUILDING PATROL AND INSPECTION

One of the most important aspects of patrolling is to ensure that buildings are safe 
from intruders and other potential hazards. This is obviously critical when the building 
is not occupied at the specifi c time.

9.5.1  Outside the building

When inspecting the outside of a building, the security offi cial should be aware of all 
the areas that must be checked. These include

 • fi re escapes
 • roofs
 • all doors
 • locks
 • windows
 • ladders
 • boxes
 • all equipment left outside the building that could help the intruder get into the building

While doing an inspection, make sure you are visible in order to deter dishonest actions. 
Ensure that your presence is seen at the factory fl oor, at all times. Also ensure that you 
look for any suspicious or unusual signs, marks or scratches that were not there previously.

9.5.2  Inside the building

While inspecting the inside of unoccupied buildings, the security offi cial must be 
exceptionally careful when moving around. Intruders may be hiding inside and will not 
give away their presence. You should check for signs such as scattered items, open drawers 
and valuable items lying around. A clear indication of presence is the movement of a 
fl ashlight or lights being switched on and off. If anything out of the ordinary is found, 
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it must be reported immediately to the control room. You should call for assistance if 
you suspect unauthorised entry.

9.6 PATROL POLICY, PROCEDURES, DUTIES AND 
PRINCIPLES

In this section we will consider, fi rstly, the policy and procedures that apply to the patrol 
function, and, secondly, the patrol duties and principles that security offi cials must fulfi l.

9.6.1  Policy and procedures

There are recommended ways of performing tasks such as building searches, access 
control and authorised entry. However, procedures will not be suitable for every situation 
as they differ from one situation to another. You need to be fl exible and able to adapt 
to the changing situations.

The company security policy is the plan or course of action set down by management 
for accomplishing security tasks. These policies and plans of action cannot be the same 
for every company. The development of these plans is determined by

 • the size of the organisation
 • the likelihood that certain risks will occur owing to the nature of the company’s 

business
 • the prior history of the company, in other words the types of crimes and risks that 

the company has been exposed to

A very important part of patrol procedure concerns knowledge of the law. When you 
are the patrol offi cer, or in charge of the patrol function, you must ensure that you know 
and understand the law fully as it applies to the various situations. This aspect will be 
covered in other modules. (Refer to unit 10 on the legal aspects of security.)

9.6.2  Duties and principles of security officials

It is important to patrol as effectively as possible to prevent crime and to protect the 
interests of the owner. You must be completely familiar with the area and must plan 
the patrol so as to give most attention to the areas where weaknesses exist.

As a security offi cial, you must always be alert and observant. Other workers feel safe 
when they know that the security offi cial is doing his/her work properly.

You should always carry out the patrol as instructed. Instructions must be requested and 
followed very strictly. Never obstruct traffi c or the movement of people while patrolling. 
If you encounter incidents in the course of the patrol, you must report them immediately.

You should never abandon the patrol unless you

 • are following an intruder
 • are attending to an injured person
 • have to sound the alarm
 • become ill
 • are ordered to do so by a senior
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TAKE NOTE

If you are forced to abandon your patrol, make a note of this and inform your supervisor.

When you are in need of help, you must request assistance immediately. If you are being 
threatened or there is a possibility that your life is in danger, you may use force against 
the attacker(s). Remember, however, that using a gun to defend yourself is an extremely 
contentious issue in South Africa at present, with few lawyers or police offi cials being 
prepared to commit themselves as to what is allowed. Most law-abiding members of 
the public perceive themselves to be at the mercy of armed thugs who have no respect 
for life or property, as upholders of the law have no clear advice or answer to give. This 
aspect will be covered in unit 10 (section 49 of the Criminal Procedure Act 51 of 1977).

At night, you must not spend unnecessary time under lights where you are exposed. 
When resting, you should be in an area where you are not exposed but from which you 
can still keep observation.

Before handing over to the next patrol, you must declare your area problem-free and 
safe or inform your successor of anything unusual. You must not end your patrol duty 
until the relief offi cer has taken over.

Let’s recapitulate the important aspects in this section.

 • Ensure that you know and understand the law fully.
 • Patrol as effectively as possible to prevent crime.
 • Be completely familiar with the area that you must patrol.
 • Plan your patrol to give the most attention to the areas where weaknesses exist.
 • Carry out the patrol as instructed.
 • Your patrol should not obstruct traffi c or the movement of people.
 • Report incidents immediately.
 • Never abandon your patrol, unless you

 – are following an intruder
 – are attending to an injured person
 – have to sound the alarm
 – become ill
 – are ordered to do so by a senior

 • If forced to abandon your patrol, make a note of this and inform your supervisor.
 • When in need of help, request assistance immediately.
 • When resting, continue with your observation.
 • Declare the area problem-free and safe or inform your successor of anything unusual.

9.7 TYPES OF PATROL

There are four main types of patrol:

 • high-visibility patrol
 • low-visibility patrol
 • direct deterrent patrol (DDP)
 • target-oriented patrol (TOP)

We will now discuss them in more detail.
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9.7.1  High-visibility patrol

High-visibility patrols are those designed to ensure that the patrolling offi cers are 
visible to the public at large and therefore also to potential criminals. These patrols 
serve to discourage illegal activities from taking place and are mostly used in areas 
where criminal activities occur frequently. They are most effective when carried out in 
a planned (systematic) but irregular manner.

An example is security offi cials at a sports event, such as a soccer game.

9.7.2  Low-visibility patrol

Low-visibility patrols are those designed to take place without the public and criminals 
knowing this. These patrols decrease the chance that certain crimes, often pre-planned, 
will occur. The element of surprise is necessary when designing a low-visibility patrol 
programme.

An example is the staffi ng of concealed observation posts on specifi c access routes 
used by intruders.

Both high-visibility and low-visibility patrol strategies have much to offer in the deterrence 
of crime and arrest of criminals. Each of these methods of patrolling has a different 
objective, but both can be used against similar types of crimes. Neither high-visibility nor 
low-visibility patrols should be used to replace routine patrol efforts. They are additional 
to routine patrol methods and are normally designed to counter specifi c problems.

ACTIVITY 6.1

1. List the advantages and disadvantages of high-visibility and low-visibility patrols. 
Under which conditions would you apply these two methods of patrolling effectively 
in your work situation?   (15)

2. Would you replace routine patrols with these methods of patrolling? Explain. (5)

9.7.3  Direct deterrent patrol (DDP)

A direct deterrent patrol is the result of identifying certain crime trends and developing 
specifi c patrol methods to prevent these crimes from taking place. The primary way of 
working when designing a successful DDP is to analyse crime information and then 
implement a preventive plan (patrol).

An example is the patrolling of specifi c areas, such as railway lines at night to prevent 
the theft of copper cables.

9.7.4 Target-oriented patrol (TOP)

Target-oriented patrol strategies are those that are targeted or directed at specifi c persons, 
places or events. TOP combines the elements of high-visibility and low-visibility patrol 
and DDP to identify persons, places or events that attract or create crime problems. 
Various means are then used either to make it impossible for a crime to take place or 
to intervene when a crime does take place.
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TOP programmes consist of three types of patrolling, namely location-oriented, offender-
oriented and event-oriented patrolling:

 • Location-oriented patrolling is the process of carrying out patrols in selected areas 
that have been identifi ed as high-risk areas for certain types of crime, for example 
at ATMs.

 • Offender-oriented patrolling is the process of carrying out patrols aimed at identifi ed 
individuals (offenders). In essence these patrols involve keeping a continuous watch 
over individuals who are likely to be planning or preparing to commit an offence. 
For example, a surveillance system operator may identify two people wandering 
around suspiciously in a shopping centre and ask the security offi cial in the complex 
to keep an eye on them.

 • Event-oriented patrolling simply means the identifi cation of events that may 
require patrols owing to the nature of the problems that could arise. This type of 
patrol is typically required at a major parade, a large demonstration or an event that 
may pose a threat to peace, order and safety. For example, an event-oriented patrol 
may be required at the opening of Parliament parade.

TAKE NOTE

If you feel uncertain about the content of this unit at any stage, please page back and 

reread the parts you are not sure of. Remember, it is your responsibility to ensure 

that you understand the content.

Now that you know the different methods of patrolling and are able to apply each of 
them in the appropriate situation, let’s look at the aids we can use to make our task easier.

9.8 AIDS USED IN PATROLLING

Various aids are normally used when carrying out patrols. Some of these are discussed 
below.

Figure 1: A range of patrol aids
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9.8.1  Horses, motorcycles and bicycles

Security offi cials on bicycles, horses and motorcycles should be equipped with small 
portable radios to enable communication with other security units. Backup assistance 
should always be on standby. These security offi cials should be physically fi t and 
wear comfortable clothing.

These aids are used for the following:

 • Horses are used mainly in areas that are either not easily accessible to vehicles or too 
large to be patrolled on foot. Potentially riotous sporting events or gatherings where 
there are large crowds are especially suited to horse patrolling. As the security offi cials 
on horseback will be above the level of the crowd, they will have an advantage in 
observing what is happening on the ground.

 • Motorcycles have exceptional mobility, which makes them an excellent aid to use 
in heavy traffi c situations.

 • Bicycles are used mainly in areas that are not easily accessible by vehicle or too large to 
be patrolled on foot. They are easy to use in crowded areas and are cheap to operate 
and maintain. However, bicycles should not be used at night.

9.8.2  Aircraft

Air patrol is used along highways and to spot criminal activity not normally visible to 
a ground patrol. Small security agencies will normally not use aircraft due to the very 
high cost of operating them.

9.8.3  Boats and Vehicles

Boats can be used effectively where waterways such as lakes, oceans and rivers are present.

Vehicles are the most common and effective aid in patrolling.

9.8.4  Electronic aids

Electronic aids, such as surveillance cameras, are used mainly in locations where it is 
possible to watch several areas or points at the same time. Television cameras form the 
basis of these aids and are commonly found in airports and banks. Patrols can easily 
respond to evidence produced by these aids.

9.8.5 Guard dogs

Dogs have been an important security aid from the time mankind fi rst thought of 
personal protection against adversaries. The following are some of the important factors 
relating to dogs, now known as guard dogs, when used as security aids which are still 
relevant today (Vogel 1981:292):

 • Guard dogs as a security aid play a signifi cant part in the security industry in combating 
crime. A security company that requires guard dogs as an aid must acquire properly 
trained and well-handled dogs so that their use will be both effective and cost-effective.

 • Guard dogs are popular in the security industry. However, their use for security 
purposes has not reached its full potential. The reason is that dog handlers do not 
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have enough experience when it comes to selecting the correct breed for training 
for security purposes.

 • Dogs that must serve as a security aid should be suitable for training as guard dogs. 
Suitability depends on the dog’s mental approach to training and ability to embrace 
such training. It is therefore of the utmost importance that the dog handler should 
display vast experience to enable proper selection.

 • The dog handler that will select and train the guard dog must be qualifi ed to 
recognise which dogs have the critical requirements to respond to training as guard 
dogs. Proper selection will empower guard dogs to reach their full potential in the 
security industry in future.

9.8.5.1 Types of dogs suitable for selection and training

Not any dog can be used as a security aid. There are specifi c breeds of dogs that can 
be used for this purpose. The following are examples of the breeds that can be used 
for guarding:

 • Alsatians or German Shepherds or Dobermans are the dogs that look typical of their 
breed but they must have additional qualities required by the handler.

 • These breeds possess all the physical characteristics needed for training, such as 
size, strength, speed, intelligence (constant alertness), fearlessness (bravery) around 
strangers and a fi erce appearance.

 • Potential and habitual criminals must see the dog as a deterrent.
 • Dobermans are popular but have the disadvantage of not having all the physical 

traits required.
 • Their (Dobermans’) behaviour and functioning are usually disturbed by cold or 

wet weather.
 • This breed require frequent re-training.

9.8.5.2 Free-range dogs

A free-range dog is a guard dog that is without a handler and is allowed to run loose 
within a specifi c area. These dogs are cost-effective and deter intruders. This type of 
guard dog is not as aggressive as an Alsatian or German Shepherd. These dogs can 
only be used when the perimeter is thoroughly secured and the conditions are suitable 
for the dog to run free.

It is not advisable for any private security company to breed their own dogs as it is a 
costly exercise. It is better to obtain dogs of a special breed such as German Shepherds, 
Alsatians or Dobermans (Vogel 1981:293).

Guard dog abilities after training

 • Sniff out weapons, explosives and drugs.
 • Detect intruders from a distance
 • Hear sounds from a distance.
 • Operate well in the dark.
 • Neutralise an intruder by standing over him/her while the handler calls for help.
 • Present a dark shape at night against a light background to make it diffi cult for an 

intruder to detect the dog approaching.
 • Boost the handler’s confi dence by entering places the handler would not enter if he 

was alone (Fay 2002:138–140).
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9.8.5.3 Guard dog feeding

Guard dogs should be fed in the mornings and at the same time daily, after an overnight 
duty. Only those undergoing training should be fed in the afternoon.

If the guard dog is to be fed before going on duty, this should be done at least an hour 
beforehand. Water should be available at all times for the sake of the health of the dogs.

A working Alsatian/German Shepherd should be given a daily ration of about 1.5 kg of 
mixed meat and dog biscuits. Only large beef bones can be given to Alsatians.

Food for guard dogs should be prepared shortly before they are fed. Feeding bowls 
must be thoroughly cleaned and left-over food disposed of as stale food attracts fl ies 
and vermin that could make the dog ill (Vogel 1981:398).

9.8.5.4 Transportation

Proper transportation of guard dogs is important for the safety of the dogs and the 
public. Guard dogs must be transported on vehicles that provide protection against 
the dog’s escape or/and injury. The dog should be placed in a separate compartment 
from the driver.

Only 1 (one) dog should be transported at a time together with its handler. This prevents 
fi ghting among the dogs in one vehicle.

9.8.5.5 Guard dog safety

Precautionary measures should be taken on a regular basis to ensure the safety of 
guard dogs. For example, nobody should be allowed to stray onto the property, and no 
dangerous substances, objects or conditions that may be injurious or cause bodily harm 
to guard dogs should be found on the property.

Areas being patrolled by these guard dogs should display warning signs, written in a 
minimum of four offi cial languages (if all the offi cial languages were used, the sign 
would be gigantic).

The warning sign should include a picture of a dog (for the benefi t of people who can’t 
read).

The colour of the sign should attract attention (Vogel 1981:399)

9.8.5.6 Guard dog services

The client needs to address the following points when requesting guard dog services 
from the service provider:

 • Obtain and examine documents received from the service provider providing proof 
of the insurance licence and compliance with the rules and laws applicable to running 
such a service.

 • Obtain indemnity (cover) against harm or damage resulting from poor performance 
of dogs or handlers.

 • Determine the age and health of the dog to be used as well as the training received 
by the dog.
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The client and the service provider need to reach agreement on the dog’s kennel and 
maintenance. The dog could be kept at the service provider’s premises (depending on 
the distance from the client’s premises) (Fay 2002:139–140).

To the list of patrol aids above we should add people. Humans remain the original 
form of patrol. Although they restrict the security offi cial to small areas and limit the 
scope of activities, foot patrols are still among the most effective types of patrol. While 
on foot patrol, you should make full use of all your senses (eyesight, smell, taste, touch 
and hearing).

It will often happen that you come across an intruder while on patrol and have to react. 
What should you do? How would you react? The next section addresses these questions.

ACTIVITY 6.2

You are a security officer and you intend patrolling the premises.

Design a security patrol sheet that identifies all the areas to look for when 
patrolling. (15)

1. Name and discuss the use of various patrol aids. (16)

2. What are the important factors relating to a guard dog as a security aid?   (8)

3. What types of dogs are suitable for selection and training? (8)

4. Describe the characteristics of a free-range dog .  (5)

5. Name the abilities of a guard dog after training.  (7)

6. Guard dog feeding, transport and safety are important to the user. Describe the 
procedures to be followed.   (10)

7. Clients need to consider certain points when deciding on a guard dog service. 
Name them.  (4)

9.9 PROCEDURES WHEN CHALLENGED

When you come across an intruder, you must be clear about the procedure to be followed. 
We give only a basic general procedure here to highlight the actions that you are legally 
allowed to take. You will receive on-the-job training at your workplace, during which 
more specifi c procedures will be laid down.

9.9.1  Unarmed intruder

When a planned patrol is being carried out and an unauthorised and unarmed person 
is found on the premises, the fi rst thing the security offi ce should do is normally to 
ask for identifi cation.

Points to remember:

 • Keep in touch with the control room.
 • Protect the immediate area.
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 • Be on the alert throughout.
 • Report your fi ndings to the control room.

9.9.2  Armed intruder

When you suspect that the intruder is armed or you are being threatened by an armed 
person, the main thing to remember is to stay calm. If you panic or become excited, 
the armed person could very easily resort to violence.

Points to remember:

 • Keep in touch with the control room, if at all possible.
 • Do not provoke confrontation.
 • The SAPS must be contacted, either by you or by the person in the control room.
 • Act in a way that will not endanger the lives of bystanders.

9.10 CONCLUSION

In this unit we concentrated on the very important aspect of how you should do 
inspections, patrols and observation, which are essential activities in providing effective 
security services. You will fi nd in practice that these activities are performed daily.

We have indicated that there are various types of patrol, and you should know the 
differences between them. Make sure that you know how to prepare yourself for patrol 
duties and are aware of the aids that can be used to assist in doing patrols.

In addition, you must be sure of what to do when confronted by an intruder. In this 
regard you will be trained by your employer and given clear guidelines on the actions 
that are lawful and on what actions would be considered unlawful.

In the next unit we will discuss how security can be improved by using certain aids 
available to the security manager.

TAKE NOTE

Try to answer each self-assessment question on your own before turning to the 

assessment guide for help. If necessary, reread the relevant section of the unit and 

attempt the questions again.

9.11 SELF-ASSESSMENT EXERCISE

(1) Briefl y discuss the purpose of patrols. (8)
(2) When you prepare for a patrol, what are the fi ve steps to go through?   (5)
(3) Which shift would you not like to do? Why? Explain your answer. (4)
(4) Under what circumstances may a patrol be abandoned? (5)
(5) Describe in your own words the difference between high-visibility and low-visibility 

patrols, and give one example of where you would implement each of them. (4)
(6) List and briefl y discuss nine patrol aids that can be used. (27)
(7) What is the most important thing to remember when confronted by an armed 

intruder?  (4)
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ANNEXURE C

9.12 SELF-ASSESSMENT GUIDE
(1) Read section 6.2 for guidance.
(2) Remember “POCCU”. This stands for

 • preparing yourself mentally
 • obtaining the necessary information
 • checking your vehicle
 • checking your equipment
 • updating yourself

(3) Write down the advantages and disadvantages and then choose the one best suited 
to your personal needs.

(4) These fi ve important points are mentioned in section 6.6.2.
(5) Did you remember to name one example of each from your work environment? 

See section 6.7 for guidance.
(6) If you are not able to discuss at least seven, refer to section 6.8 for help.
(7)  Stay calm, do not panic! If you are not sure, turn to section 6.9.2 for assistance.
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Glossary

GLOSSARY

Audit Examine or check

Assets Company possessions/objects of value, e.g. cash, 
employees, products, machinery or information

Burglary Housebreaking

Checklist List containing assets to be inspected

Collusion Several people working together to commit a crime

Holistic A whole or bigger picture

Impact Results, effect or damage

Inventory List keeping details of company assets

Proactive Before a problem has occurred

Reactive After a problem has occurred

Resources Support or back-up system

Return on investment (ROI) Benefi ts after investment in resources

Risk Exposure to danger

Risk analysis Investigation of danger

Risk control Reduction of risk

Security Protection

Security measures Measures to prevent, reduce or manage risk

Stealth  Moving carefully or quietly so as to avoid being 
seen; cunning behaviour

Vetting Security clearance before employment

Vulnerable Open to danger or defenceless

Zoning Dividing a big area into smaller areas

ACRONYMS

CCTV Closed-circuit television

CPTED Crime Prevention Through Environmental Design

PSIRA Private Security Industry Regulatory Authority

ROI Return on Investment

SASA South African Security Association

SASSETA Safety and Security Sector Education and Training 
Authority




